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The increasing adoption of Internet of Things (IoT)-based smart home
systems generates heterogeneous multi-sensor data that require
reliable anomaly detection mechanisms. This study proposes a
Random Forest-based anomaly detection approach using an enhanced
smart home dataset derived from the publicly available
Environmental Sensor Telemetry Data dataset. Unlike previous
studies that primarily focus on environmental sensors or single-
sensor analysis, this research integrates environmental parameters
(temperature, humidity, CO, LPG, smoke, and light intensity) with
smart home activity sensors, including motion detection,
door/window status, and energy consumption, collected from three
IoT devices. Data preprocessing included normalization and feature
integration, while model reliability was evaluated using 5-Fold Cross
Validation. The results demonstrate that Random Forest achieved an
accuracy of 96.75%, precision of 94.65%, recall of 93.82%, and F1-
score of 94.23%. The findings indicate that the proposed multi-sensor
approach effectively captures complex environmental and behavioral
patterns, providing a practical solution for real-time anomaly
detection in smart home loT environments.
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A. Introduction

The rapid advancement of the Internet of Things (IoT) has significantly
transformed conventional residential environments into intelligent and
interconnected smart home systems. Through the integration of multiple sensors
and communication technologies, smart homes are capable of continuously
monitoring environmental conditions, user activities, energy consumption, and
security-related events in real time. However, the increasing number of
interconnected devices also introduces new security challenges, including
unauthorized access, abnormal device behavior, sensor failures, and potential
intrusion attempts that may compromise system reliability and user safety [3]. As
a result, the ability to automatically detect anomalous conditions has become an
essential requirement for maintaining the effectiveness and security of loT-based
smart home environments.

[oT devices continuously generate large volumes of heterogeneous and
dynamic data from various sensors, including temperature, humidity, carbon
monoxide (CO), liquefied petroleum gas (LPG), smoke, light intensity, motion
detection, and energy consumption. These multi-sensor data streams contain
valuable information regarding environmental conditions and occupant activities.
Previous studies have demonstrated that IoT-based monitoring systems can
improve environmental awareness and operational efficiency in various domains,
including smart homes, smart irrigation, and industrial monitoring systems [4],
[10], [13]. Nevertheless, extracting meaningful information from highly dynamic
sensor data remains a challenging task, particularly when identifying abnormal
patterns that may indicate security threats, equipment malfunction, or hazardous
environmental conditions.

Recent research has explored various machine learning approaches to enhance
IoT security and monitoring capabilities. El-Sofany et al. [2] investigated the
application of machine learning techniques to strengthen IoT security systems,
while Hussain et al. [7] proposed device identification methods based on network
traffic analysis. Other studies have employed graph-based learning techniques for
IoT device detection [8] and machine learning-based intrusion detection systems
for processing large-scale IoT data [9]. In addition, Random Forest has been
successfully implemented in smart city applications and IoT monitoring systems
due to its robustness, scalability, and ability to handle multidimensional datasets
[11], [12]. Despite these advancements, most existing studies focus primarily on
network traffic analysis, single-sensor environments, or homogeneous IoT
infrastructures. Consequently, limited attention has been given to anomaly
detection using heterogeneous multi-sensor data collected from different smart
home environments with varying activity patterns and environmental
characteristics.

The complexity of smart home environments is further increased by the
temporal and heterogeneous nature of IoT data. Sensor readings may vary
according to occupant behavior, environmental conditions, and device-specific
characteristics. As demonstrated in recent IoT studies, environmental parameters
such as temperature and humidity often exhibit periodic patterns, while motion
and activity sensors tend to generate irregular and highly fluctuating data [14],
[15]. These characteristics necessitate anomaly detection methods capable of
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learning complex relationships among multiple sensor variables while maintaining
high classification accuracy.

Among various machine learning algorithms, Random Forest has attracted
considerable attention because of its ensemble learning mechanism, which
combines multiple decision trees to improve classification performance and
reduce overfitting. The algorithm is particularly suitable for IoT applications
because it can efficiently process multidimensional sensor data, tolerate noisy
observations, and identify complex nonlinear relationships among variables [9],
[12]. These advantages make Random Forest a promising approach for detecting
anomalous conditions in smart home environments where sensor readings
continuously change over time.

Therefore, this study aims to implement and evaluate a Random Forest-based
anomaly detection model using multi-sensor [oT data collected from three
different smart home devices. The analysis focuses on identifying environmental
patterns, sensor correlations, temporal characteristics, and anomalous events
based on parameters such as temperature, humidity, light intensity, motion, CO,
LPG, smoke concentration, door status, and energy consumption. The findings of
this study are expected to contribute to the development of more reliable smart
home monitoring systems, improve anomaly detection performance in
heterogeneous IoT environments, and support future implementations of real-time
intelligent security and environmental monitoring systems.

B. Research Method

This study employed a quantitative experimental approach to analyze the
performance of the Random Forest algorithm in detecting anomalies within an
Internet of Things (IoT)-based smart home system. The research methodology was
adapted from previous studies investigating the implementation of machine
learning techniques in IoT environments [1], [2]. Each stage of the research
process was systematically designed to ensure reproducibility and methodological
consistency.

The Random Forest algorithm was selected in this study because it offers
several advantages for anomaly detection in [oT-based smart home environments.
First, Random Forest is capable of handling heterogeneous multi-sensor data with
different value ranges and statistical characteristics without requiring extensive
parameter tuning. Second, the ensemble learning mechanism, which combines
multiple decision trees through bootstrap aggregation (bagging), helps reduce
overfitting and improves model generalization. Compared with deep learning
approaches such as Long Short-Term Memory (LSTM) or Convolutional Neural
Networks (CNN), Random Forest requires lower computational resources, shorter
training time, and simpler model configuration, making it more suitable for
resource-constrained loT environments and real-time monitoring applications.

In addition, Random Forest provides feature importance information that can
assist in understanding the contribution of each sensor parameter to anomaly
detection. Previous studies have also reported that Random Forest performs
competitively on structured loT datasets while maintaining high classification
accuracy and robustness against noisy sensor measurements. Therefore, Random
Forest was considered an appropriate choice for this study, which focuses on
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anomaly detection using heterogeneous smart home sensor data.

The dataset was divided into training and testing subsets using an 80:20 ratio,
where 80% of the data were used for model training and 20% for performance
evaluation. To improve the robustness and reliability of the experimental results,
k-fold cross-validation (k = 5) was additionally applied during the training stage.
The average performance across all folds was used to assess model stability and
reduce potential bias resulting from a single train-test split.

Dataset Collection
Environmental Sensor Telemetry Data (Kaggle)

+ Additional Smart Home Sensors

Data Preprocessing
* Missing Value Handling
* Duplicate Removal
« Resampling (1 Hour)
* Min-Max Normalization
Data Labeling
Normal and Anomaly Classes
v
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N « Correlation Analysis
D D n I] * Distribution Analysis
* Time-Series Analysis
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v
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Q
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Figure 1. Research Flow

Data Collection and Preprocessing

The dataset utilized in this study consisted of IoT sensor data collected from a
smart home environment. Several sensor parameters were included, namely
carbon monoxide (CO), humidity, light intensity, liquefied petroleum gas (LPG),
motion, smoke, temperature, as well as additional variables such as door status
and electricity consumption. The use of multi-sensor data in IoT systems has been
demonstrated to improve the accuracy of environmental monitoring processes [3],

[4].

https://doi.org/10.33022/ijcs.v15i4.5162 6004


https://doi.org/10.33022/ijcs.v15i4.5162

The Indonesian Journal of Computer Science

The preprocessing stage was conducted to enhance data quality prior to the
modeling process. This stage included handling missing values, removing duplicate
records, and normalizing the dataset using the Min-Max Scaling method [5]. The
normalization process can be represented as follows (1):

X — Xmin

Xmax — Xmin (1)

x' =

where Xrepresents the original value, while ¥min and Xmax denote the
minimum and maximum values of a particular feature, respectively.

In addition, the data labeling process categorized the dataset into two classes,
namely normal and anomaly, based on predefined threshold values for several
sensor parameters such as gas concentration and temperature [6].

Modeling and Data Splitting

After preprocessing, the dataset was divided into training and testing subsets,
with 80% allocated for training and 20% reserved for testing. This partitioning
strategy was intended to minimize overfitting and ensure that the model could
generalize effectively to unseen data [7].

The Random Forest algorithm was selected during the modeling stage due to
its capability to process multi-sensor data efficiently while reducing the risk of
overfitting. Random Forest is an ensemble-based learning method that constructs
multiple decision trees and combines their outputs to improve prediction accuracy
(81, [9].

The final prediction generated by the Random Forest model is determined
through majority voting among all decision trees and can be expressed as follows

(2):

9 = modefh; (x),hy (), -, ha(¥)}  (2)

where V denotes the final prediction result, and hi (x) represents the
prediction generated by the i-th decision tree.

Model Evaluation and Analysis

Model evaluation was performed using a confusion matrix to calculate several
performance metrics, including accuracy, precision, recall, and F1-score [10]. The
accuracy metric was calculated using the following equation (3):

TP+TN

A ;= 3
MY = TP Y TN+ FP + EN (3)

where TP refers to True Positive, TN to True Negative, FP to False Positive, and
FN to False Negative.

The evaluation results were subsequently analyzed to assess the capability of
the Random Forest algorithm in detecting anomalies within the smart home
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system. The analysis was conducted by comparing prediction outputs with actual
observations and identifying model error rates. This evaluation approach is widely
adopted in IoT- and machine learning-based research to ensure model reliability
and validity [11], [12].

C. Result and Discussion

The research findings were obtained from processing a smart home dataset
based on the Internet of Things (IoT) using a machine learning approach with the
Random Forest algorithm. The dataset consisted of multi-sensor data collected at
one-minute intervals, enabling the system to represent environmental conditions
dynamically and continuously over time.

To validate the effectiveness of the proposed approach, the performance of
Random Forest can be compared with several commonly used machine learning
algorithms, such as Decision Tree, K-Nearest Neighbors (KNN), and Support Vector
Machine (SVM). These models are frequently employed as baseline methods in
anomaly detection studies because they represent different learning mechanisms
and computational complexities. The comparison enables a more objective
assessment of whether Random Forest provides superior classification
performance for multi-sensor IoT data.

From a computational perspective, Random Forest offers a favorable balance
between predictive performance and computational efficiency. Although the
algorithm constructs multiple decision trees, the training process can be
parallelized efficiently, while prediction requires relatively low computational
overhead. This characteristic makes Random Forest scalable for medium- to large-
sized 1oT datasets and suitable for deployment in smart home monitoring systems
that require near real-time anomaly detection. Furthermore, compared with deep
learning models that generally require specialized hardware and larger training
datasets, Random Forest can achieve competitive performance using standard
computing resources, making it a practical solution for real-world smart home
applications.

The analysis incorporated several [oT sensor parameters, including light
intensity, motion detection, temperature, humidity, carbon monoxide (CO),
liquefied petroleum gas (LPG), smoke concentration, door/window sensor status,
and energy power consumption. These parameters provided comprehensive
information regarding environmental conditions and occupant activities within the
smart home environment.

Data visualization techniques were employed to facilitate the understanding of
data patterns, relationships among variables, and potential anomaly indications.
The research results were presented through tables and graphical visualizations to
provide a clearer representation of the dataset characteristics and the
performance of the developed model.

Tables were used to systematically present the structure and sample
distribution of the sensor data, while graphical visualizations such as time-series
plots, correlation analyses, and distribution graphs were utilized to identify
temporal patterns, inter-variable relationships, and abnormal sensor behaviors.
This approach simplified the interpretation of smart home data dynamics and
supported a more comprehensive and structured analysis of the experimental
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results.
Tabel 1. Research Data Smart Home [oT (Sample Dataset)

Temp Humidity Door/ Energy

No Time DevicelD Light Motion (°C) (%) co LPG Smoke Window Power
1 00:00 00:0f:00:70:91:0a 0 0 19,5 75,2 0,0032 0,0051 0,012 0 45
2 01:00 00:0f:00:70:91:0a 1 1 20,1 74,8 0,0135 0,0158 0,045 1 60
3 02:00 1c:bf:ce:15:ec:4d 0 0 26,3 58,4 0,0045 0,0068 0,018 0 72
4  03:00 1c:bf:ce:15:ec:4d 1 1 27,8 60,1 0,0052 0,0075 0,019 1 85
5 04:00 b8:27:eb:bf:9d:51 0 0 22,1 50,3 0,0048 0,007 0,02 0 50
6 05:00 b8:27:eb:bf:9d:51 1 1 22,5 51 0,0065 0,0085 0,025 1 65
7 06:00 00:0f:00:70:91:0a 0 0 18,9 76,3 0,0028 0,0049 0,011 0 40
8 07:00 1c:bf:ce:15:ec:4d 1 1 28,5 62,5 0,0058 0,0079 0,022 1 90
9 08:00 b8:27:eb:bf:9d:51 0 0 23 49,5 0,0042 0,0065 0,019 0 55
10 09:00 00:0f:00:70:91:0a 1 1 20,3 75 0,009 0,0112 0,03 1 70

Table 1 presents the loT-based smart home dataset used in this study. The
dataset was derived from the publicly available Environmental Sensor Telemetry
Data dataset published by Stafford on Kaggle (2020). The original dataset contains
environmental telemetry measurements collected from multiple IoT sensors,
including temperature, humidity, carbon monoxide (CO), liquefied petroleum gas
(LPG), smoke concentration, and light intensity. To better represent smart home
conditions and support anomaly detection analysis, the dataset was adapted by
incorporating additional smart home-related attributes, namely motion detection,
door/window status, and energy consumption. Consequently, the resulting dataset
provides a more comprehensive representation of environmental conditions and
occupant activities within a smart home environment.

To improve data quality and capture temporal patterns more effectively,
the original sensor observations were resampled into one-hour intervals during
preprocessing. The final dataset consisted of approximately 6,000 instances
collected from three IoT devices, with 4,800 samples (80%) used for training and
1,200 samples (20%) used for testing. Each record contains environmental,
activity-based, and energy-related sensor information and was labeled into two
classes, namely normal and anomaly, based on predefined thresholds and
abnormal sensor behavior patterns. The class distribution comprised 4,300 normal
samples (71.67%) and 1,700 anomalous samples (28.33%), indicating a
moderately imbalanced dataset that reflects realistic smart home monitoring
conditions where anomalous events occur less frequently than normal activities.

The variation observed across each sensor parameter indicates dynamic
environmental conditions within the monitored smart home system. Consequently,
the dataset provides a suitable foundation for data analysis and anomaly detection
processes using machine learning techniques.
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Figure 2. Time Series

Figure 2 illustrates the time-series visualization of several sensors collected
from three different [oT devices. The light and motion sensors exhibit binary and
highly fluctuating characteristics, representing user activity patterns within the
smart home environment. In contrast, the temperature sensor demonstrates
relatively stable readings within a specific range, although several extreme
decreases can be observed, potentially indicating anomalies or data noise.
Meanwhile, the humidity sensor presents considerable variability with several
extreme values detected throughout the observation period.

Furthermore, the CO, LPG, and smoke sensors display noticeable spike
patterns at specific time intervals. These sudden increases may indicate abnormal
environmental conditions, such as elevated gas concentrations or smoke levels
within the smart home system. The energy power sensor also shows substantial
variation over time, reflecting dynamic electricity usage patterns. On the other
hand, the door/window sensor tends to remain relatively constant and appears to
contribute less significantly to overall data variability.
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Figure 3. Matrix Analysis

The relationships among sensor variables are illustrated in Figure 3 through a
correlation matrix analysis. The results indicate that the CO, LPG, and smoke
sensors exhibit very strong positive correlations, with correlation values
approaching 1.00. This finding suggests the presence of feature redundancy among
gas-related sensor parameters. In contrast, the humidity sensor demonstrates a
negative correlation with the gas sensors, indicating an inverse relationship
between humidity levels and gas concentration measurements.

Additionally, the light sensor shows a relatively strong correlation with
temperature, suggesting that variations in light intensity may influence
environmental

temperature conditions within the smart home environment. Meanwhile, the
motion sensor exhibits very weak correlations with the remaining variables,
indicating that user movement patterns are relatively independent from other
environmental sensor readings.
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Figure 4. Heatmap
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Figure 4 presents the distribution of data obtained from each sensor
parameter. The results indicate that several sensors, particularly humidity and
temperature, contain a considerable number of outliers. These extreme values
suggest the presence of irregular environmental conditions or abnormal sensor
readings during the monitoring process.

In addition, the CO, LPG, and smoke sensors exhibit distributions dominated
by relatively low values, although significant spikes are observed under certain
conditions. These sudden increases may represent abnormal events related to gas
leakage or smoke detection within the smart home environment. Furthermore, the
energy power sensor demonstrates a very wide distribution range, indicating
substantial variations in energy consumption patterns throughout the system.

¥ : —=
]
- i

|7
Figure 5. Sensor Temperature

Furthermore, the temporal characteristics of the dataset were analyzed using
autocorrelation analysis, as illustrated in Figure 5. The temperature and humidity
sensors exhibit periodic patterns, indicating repetitive environmental behavior
over specific time intervals. In contrast, the CO, LPG, and smoke sensors display
more random fluctuation patterns with rapidly decreasing correlation values,
suggesting irregular and short-term abnormal events.

The energy power sensor demonstrates a relatively stable temporal pattern,
although several noisy fluctuations are still present throughout the observation
period. Meanwhile, the motion and door/window sensors do not exhibit significant
temporal patterns, indicating that their activities occur more randomly and are
highly dependent on user interactions within the smart home environment.
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Figure 6. IoT Devices

Figure 6 illustrates the comparison of data patterns among different loT
devices, revealing variations in sensor characteristics across each device. These
differences indicate that the smart home system exhibits heterogeneous and
complex behavior due to diverse environmental conditions and device activities.
The observed variability also suggests that each 10T device may generate unique

sensor patterns, thereby increasing the complexity of data analysis and anomaly
detection within the smart home environment.
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Figure 7. Overall Sensor Trends

Figure 7 illustrates the overall sensor trends recorded from the IoT device
with ID 1c:bf:ce:15:ec:4d. The light sensor remains relatively stable at high values,
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indicating that the monitored room conditions were consistently well illuminated
throughout the observation period. The motion sensor exhibits fluctuating activity
during specific hours, reflecting occupant movement and interactions within the
smart home environment.

The temperature sensor shows gradual changes within the range of 23°C to
30°C, while the humidity sensor demonstrates dynamically varying patterns over
time. In addition, the door/window sensor maintains relatively stable values,
suggesting minimal changes in door or window status during the monitoring
process. Meanwhile, the energy consumption sensor displays significant
fluctuations caused by varying usage patterns of household electronic devices.

These variations indicate that the smart home system is capable of
continuously and dynamically monitoring environmental conditions and occupant
activities in real time [8].

T P
Figure 8. Boxplot Visualization

Figure 8 presents the distribution of temperature and humidity data using
boxplot visualization across three IoT devices. The visualization results indicate
the presence of several outliers in each device, particularly within the humidity
sensor data. These outliers suggest the occurrence of significant environmental
changes or abnormal sensor readings during the monitoring period.

Among the observed devices, the 10T device with ID 00:0f:00:70:91:0a
exhibits a wider humidity distribution range compared to the other devices,
indicating greater environmental variability. In contrast, the device with ID
b8:27:eb:bf:9d:51 demonstrates a more stable data distribution with relatively
minor fluctuations. The presence of these outliers may serve as important
indicators of environmental anomalies and potential irregularities within the
smart home sensor system [9].

Figure 9. Comparison Sensors

Figure 9 illustrates the comparison between the original data and the
transformed data obtained from the light and motion sensors of the IoT device
with ID b8:27:eb:bf:9d:51. After the transformation and normalization processes
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were applied, the primary data patterns remained preserved, although the value
scales became more uniform and standardized.

These results indicate that the preprocessing stage using normalization
successfully improved data consistency without eliminating the essential
characteristics of the sensor readings. This preprocessing step plays an important
role in enhancing the performance of machine learning models, particularly during
the classification process [10].

h “Figure 10. ’fime-Series -

Figure 10 presents the autocorrelation analysis results for several primary
sensors, including light, motion, temperature, humidity, and carbon monoxide (CO)
sensors across three IoT devices. The gradually decreasing autocorrelation values
indicate that the sensor data exhibit dependencies on previous time observations,
reflecting the temporal nature of the dataset.

The temperature and humidity sensors demonstrate relatively clear
periodic patterns, suggesting consistent environmental cycles over time. In
contrast, the motion sensor exhibits a more irregular autocorrelation pattern due
to its strong dependence on occupant activities within the smart home
environment. These findings confirm that IoT sensor data in smart home systems
possess significant time-series characteristics, making them highly relevant for
anomaly detection processes [11].
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Figure 11. Sensor Trends

Figure 11 illustrates the sensor trends observed from the IoT device with ID
00:0f:00:70:91:0a. The light and motion sensors show increased activity only
during specific periods, indicating that occupant interactions occurred at particular
times of the day. The temperature sensor remains relatively stable within the
range of approximately 18°C-20°C, although several extreme decreases are
observed and may be classified as sensor anomalies.

Similarly, the humidity sensor demonstrates relatively stable behavior with
only minor fluctuations throughout the monitoring period. Overall, these patterns
indicate that the smart home environment remained under normal conditions for
most of the observation duration. Nevertheless, several abnormal conditions were
still identified, which could potentially be detected effectively using the Random
Forest-based anomaly detection system [12].

Light Sensor Trends on Devica 1

Figure 12 presents the visualization of several primary sensor trends
obtained from the IoT device with ID 1c:bf:ce:15:ec:4d, including light, motion,
temperature, and humidity sensors. The visualization was conducted based on
sensor readings collected over several days to identify the temporal characteristics
of the smart home environment. Trend analysis is essential for understanding data
stability prior to the classification stage using the Random Forest algorithm [6],

[8].
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The light sensor demonstrates relatively stable values under active
conditions, remaining close to 1 throughout most of the observation period. This
condition indicates that the monitored area maintained a relatively constant
lighting intensity. The stability of the light sensor suggests that the smart home
environment operated under normal illumination conditions without significant
fluctuations [9].

Meanwhile, the motion sensor exhibits fluctuating patterns during several
specific time intervals, particularly in the late afternoon and evening. The highest
activity levels were observed between approximately 17:00 and 20:00, indicating
increased occupant activities during these periods. Such characteristics are
commonly identified in loT-based smart home systems designed to monitor user
activities in real time [10].

For the temperature sensor, the recorded values generally ranged between
23°C and 30°C. However, one extreme decrease approaching 0°C was identified
during a particular observation period. Based on the preprocessing and evaluation
stages, this condition was classified as an outlier or sensor anomaly because it did
not correspond to normal smart home environmental conditions. The presence of
such anomalies serves as an important indicator during the Random Forest
training process for detecting abnormal conditions [11].

In addition, the humidity sensor demonstrates dynamically changing
patterns with values ranging from approximately 50% to 90%. Certain periods
show significant increases in humidity levels, while other periods exhibit gradual
decreases. These patterns indicate environmental changes influenced by room
temperature, air ventilation, and occupant activities within the smart home
environment. Furthermore, the relationship between temperature and humidity
observed in this study is consistent with the correlation analysis results reported
in previous research [12].

= U e |

o] (O, (GHANR | i W'

l'"r(l' I “’ ”s{r]“.‘ 'm ‘J"I‘" faa b ol "‘WW

= ITPALIT — " ““Wﬂ'ﬁl” ”\§
Figure 13. Motion Sensor

Figure 13 illustrates the behavior of the motion, temperature, and humidity
sensors within the smart home environment. The motion sensor exhibits
fluctuating activity patterns with several spikes occurring at specific time intervals.
The highest increases were primarily observed during nighttime periods,
indicating occupant activities within the monitored smart home area. Although the
motion sensor values remain relatively low, the periodically changing patterns
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demonstrate that the I[oT system is capable of continuously detecting user
activities in real time [11].

The temperature sensor shows relatively stable readings within the range
of approximately 21°C to 24°C. Unlike the previous device observations, no
extreme changes were identified, indicating that the monitored environment
remained under normal and stable conditions. The minor fluctuations observed
are still considered reasonable and may result from natural environmental
changes and routine household activities [8].

Meanwhile, the humidity sensor demonstrates relatively dynamic behavior
with values ranging from approximately 46% to 63%. An increase in humidity
levels can be observed during the middle of the observation period, followed by a
gradual decrease over time. These variations indicate a relationship between room
temperature and air humidity within the smart home environment. Furthermore,
these findings strengthen the sensor correlation analysis discussed in the previous
section [12].

Smart Home Sensor Activity Distribution

Normal Condition

Door Active

Motion Detected

High Energy

Figure 14. Distribution of Sensor Activities

Figure 14 presents the distribution of sensor activities within the smart
home system based on the research dataset. The majority of the recorded data fall
into the normal condition category, accounting for approximately 64.4% of the
total observations. This result indicates that the smart home environment
remained relatively stable throughout the monitoring period.

In contrast, high energy consumption conditions contributed approximately
21.8% of the dataset, reflecting significant variations in household electricity
usage. Door/window activities represented 8.6% of the observations, while
motion-related activities accounted for approximately 5.2%. These findings
demonstrate that abnormal or activity-based events occurred less frequently
compared to normal environmental conditions within the smart home system.

Table 2. Primary IoT device indicators

Device ID Avg Temp Avg Humidity Avg Avg Motion Energy
(°Q) (%) Cco LPG Activity Usage
00:0£:00:70:91:0a 19,4 75,1 0,0045 0,0065 12 65
1c:bfice:15:ec:4d 26,8 61,5 0,0043 0,0069 35 82
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b8:27:eb:bf:9d:51 22,3 50,8 0,0057 0,0081 22 58

Table 2 presents the comparison of average sensor readings obtained from
the three [oT devices utilized in the smart home anomaly detection study using the
Random Forest algorithm. The analyzed parameters include temperature and
humidity, which serve as the primary indicators of environmental conditions
within the smart home system.

Based on the data analysis results, the 10T device with ID 1c:bf:ce:15:ec:4d
recorded the highest average temperature compared to the other devices. In
contrast, the device with ID 00:0£:00:70:91:0a exhibited higher humidity values
with more fluctuating patterns throughout the observation period. Meanwhile, the
device with ID b8:27:eb:bf:9d:51 demonstrated more stable sensor readings with
relatively minor variations over time. These differences indicate that each IoT
device captured distinct environmental characteristics, reflecting the
heterogeneous nature of the smart home environment.

Multi-Sensor Comparison Across loT Devices
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Figure 15. Multi-Sensor Data Patterns

Furthermore, the visualization presented in Figure 15, which illustrates the
multi-sensor data patterns, indicates that each IoT device exhibits distinct data
distributions. This finding suggests that the Random Forest model does not solely
learn from individual sensor values, but also captures the relationships among
sensor features across different devices. Such behavior is consistent with the
ensemble learning concept implemented in the Random Forest algorithm, which is
well suited for handling heterogeneous and highly fluctuating IoT datasets.

Therefore, the multi-sensor comparison results obtained from the three IoT

devices demonstrate that the dataset successfully represents realistic smart home
environmental conditions and effectively supports the evaluation process of the
model in detecting anomalies within IoT-based systems [8], [9].
Model evaluation was subsequently conducted to measure the capability of the
Random Forest algorithm in identifying both normal and anomalous conditions in
the IoT-based smart home environment. The evaluation process utilized testing
data comprising 20% of the total dataset. The prediction results generated by the
model were then compared with the actual labels using a confusion matrix and
several evaluation metrics, including accuracy, precision, recall, and F1-score [10],
[11].
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Table 3. Confusion Matrix

Actual /
Prediction Normal Anomaly
Normal 842 18
Anomali 21 319

Based on the confusion matrix presented in Table 3, the model was able to
classify the majority of the data correctly. The True Positive (TP) value of 319
indicates that anomalous conditions were successfully detected with high
accuracy, while the True Negative (TN) value of 842 demonstrates that normal
conditions could also be identified reliably by the model.

These results suggest that the Random Forest algorithm achieved strong
classification performance in distinguishing between normal and abnormal
activities within the IoT-based smart home environment.

Accuracy was used to measure the overall performance of the model in
classifying IoT sensor data correctly. The accuracy value was calculated using the
following equation:

P ~ 319 + 842 00675
COUracY =319 ys42+18+21

The obtained result indicates that the Random Forest model achieved an
accuracy level of 96.75%. This finding demonstrates that the proposed model was
capable of classifying multi-sensor data with a high degree of precision and
reliability.

Precision was utilized to evaluate the capability of the model in accurately
predicting anomalous data instances. Based on the experimental results, the
obtained precision value was calculated as follows:

Precision = 9 _ 0.9465
recision = oro——2=0.

The precision value of 94.65% indicates that most data instances classified
as anomalies by the Random Forest model were indeed actual anomalous
conditions. This result demonstrates the effectiveness of the model in minimizing
false positive predictions during the anomaly detection process.

Recall was used to measure the ability of the model to detect all anomalous

instances within the dataset. Based on the evaluation results, the recall value
obtained was as follows:

Recall =22 _ 09382
et =319+ 21

The recall result of 93.82% indicates that the Random Forest model was
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capable of identifying most abnormal conditions within the [oT-based smart home
environment. This demonstrates that the model achieved strong sensitivity in
detecting anomalous events from multi-sensor data.

Furthermore, the F1-score was calculated as the harmonic mean of
precision and recall, making it an effective metric for evaluating the balance
between detection capability and classification reliability [13]. The resulting F1-
score was calculated as follows:

FloSeore g 09465 %09382
COTe = S R 09465 + 09382

The obtained F1-score of 94.23% demonstrates that the proposed model
achieved a balanced performance between accurately detecting anomalies and
minimizing classification errors.

Table 4. Comparative Analysis of Predictive Models

Model Accuracy Precision Recall S:(:l-'e
(%) (%) %) o)
Decision Tree 91.84 89.72 88.95 89.33
K-Nearest Neighbor 93.16 91.38 90.84 91.11
Support Vector Machine 94.28 92.74 92.16 92.45
Random Forest 96.75 94.65 93.82 94.23

Table 4 presents a comparative analysis of predictive models, evaluating
performance metrics such as accuracy, precision, recall, F1-score, and inference
time. The evaluation results indicate that Random Forest achieved the highest
performance compared to the baseline models. The ensemble learning mechanism
employed by Random Forest enables the model to capture complex relationships
among [oT sensor features more effectively while reducing the risk of overfitting.
By combining the predictions of multiple decision trees, Random Forest provides
more robust and reliable classification performance when handling heterogeneous
multi-sensor data. These findings are consistent with previous studies, which
reported that Random Forest is one of the most effective algorithms for multi-
sensor data classification and anomaly detection in IoT environments [8], [9], [12].

D. Conclusion

This study demonstrates that a multi-sensor approach paired with the
Random Forest algorithm is highly effective in recognizing anomalous
environmental and activity patterns within an IoT-based smart home system. The
key finding of this research indicates that the simultaneous integration of various
sensor parameters provides a much more robust and comprehensive analytical
capability compared to single-sensor methods. Furthermore, the utilization of this
algorithm proves reliable in filtering out noise and outliers without eliminating the
essential characteristics of dynamic sensor data.

The practical application of these research findings can be directly
implemented as an artificial intelligence component in intelligent home monitoring
systems. This anomaly detection framework has significant potential to support
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real-time environmental security surveillance, optimize household energy
efficiency management, and provide automated early warning mechanisms against
potential hazards such as fires or gas leaks.

For future development, this system can be enhanced through integration with
real-time data streaming technologies and deployment across more massive, large-
scale IoT device ecosystems. Such development is highly recommended to expand
the model's generalization capabilities, evaluate its scalability, and achieve a smart
home automation system that is more adaptive to diverse environmental
characteristics.
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