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Malware, including ransomware, trojans, rootkits, spyware, and advanced
persistent threats (APTs), poses a growing challenge to modern computing
systems. Traditional detection methods, such as signature- and heuristic-
based approaches, struggle to detect polymorphic, metamorphic, and zero-
day malware. Deep learning has emerged as a powerful solution due to its
ability to automatically learn hierarchical features. However, key challenges
remain: lack of model transparency, high-dimensional feature redundancy
from multimodal analysis, and poor cross-dataset generalization. This paper
presents a systematic literature review of state-of-the-art malware detection
techniques published between 2020 and 2025, covering static, dynamic,
visualization-based, and deep learning approaches (e.g., CNN, LSTM, BiLSTM,
and hybrid models), along with metaheuristic feature selection and
Explainable Al (XAI) methods such as SHAP, Grad-CAM, and LIME. Analysis
of 35 studies identifies critical gaps, particularly the absence of integrated
metaheuristic optimization and XAl-driven hybrid frameworks, motivating
future research directions.
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A. Introduction

Internet accessibility on diverse devices and the computerization of essential
infrastructure have both increased the size of the attack space of malicious
software. Malware Viruses, worms, trojans, ransomware, spyware, adware,
rootkits, and advanced persistent threats constitute the most widespread type of
cyber threat that faces enterprises, governments, and individuals globally. In its
AV-TEST Institute, the researchers noted in 2024 that over 450,000 million new
malware samples have been registered in a day, and the total number of known
malware variants has reached over 1.3 billion [1]. NotPetya is estimated to have
caused damages worth USD 20 billion around the world, affecting hospitals, supply
chains, and financial institutions; high-profile ransomware attacks like the
WannaCry and the LockBit have made no less than one hundred million dollars [2].

The conventional malware protection can be broadly divided into signature-
based and heuristic systems. The signature-based antivirus engines keep
databases of known malware byte patterns or hash values and thus identify
previously catalogued malware quickly and at minimal overhead. Nevertheless,
these methods are inherently reactive: any new malware variant for which there is
no signature will go undetected until the signature database is updated. Malware
writers in turn constantly attempt to use obfuscation, polymorphism (self-
modifying code), and metamorphism (structural rewriting) to produce functionally
equivalent but syntactically dissimilar forms that avoid signature matching [3].
Heuristic analysis builds upon signature approaches by using rules of behavior and
anomaly schemes, yet it is still susceptible to advanced evasion strategies and has a
high false positive rate that adds high levels of operation cost on security analysts.

Machine learning and, more recently, deep learning have fundamentally
changed the situation with regard to malware detection as they allow a model to
learn discriminative representations in an automatic manner using raw or slightly
preprocessed data. Convolutional Neural Networks (CNNs) have proven to be
highly effective at finding local structural characteristics of malware binary images
with a high success rate of over 99% on benchmark data like Mallmg and Microsoft
BIG 2015. Recurrent architectures, specifically Long Short-Term Memory (LSTM)
networks and their bidirectional counterpart (BiLSTM) are based on sequential
behavioral patterns that are intrinsic to API call sequences and system call logs,
and allow recognition of temporally structured malicious behavior [4,5]. Hybrid
CNN-BILSTM architectures also make use of extracting spatial features and
modeling time in a single pipeline, which provides source complementary
detection signals to both binary visualization and sequential analysis [6].

Although this has been advanced, there are still three core problems. First,
deep learning models are perceived as opaque black boxes: they make
classification choices with no clear logic, which does not allow them to be applied
in a regulated setting, like national defense, healthcare, and financial services,
where accountability in decision-making is required. Such post-hoc interpretation
methods as SHAP (SHapley Additive exPlanations) [7], LIME (Local Interpretable
Model-Agnostic Explanations) [8], and Grad-CAM (Gradient-weighted Class
Activation Mapping) [9] have also been introduced under the name of Explainable
Artificial Intelligence (XAI), but their systematic application to malware-specific
detectors is not widespread. Second, feature engineering based on static PE file
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headers, dynamic API call logs, behavioral sandbox reports, and binary
visualizations yields such high-dimensional feature spaces (frequently containing
thousands of features) with a significant number of features being redundant,
irrelevant, or noisy. A good feature selection is hence imperative, but the
traditional filter and wrapper techniques are not very scalable. Particle Swarm
Optimization (PSO), Genetic Algorithms (GA), and the Grey Wolf Optimizer (GWO),
along with other new hybrid algorithms, incorporate the concept of a population-
based global search and thus are capable of finding compact high-quality feature
subsets [10,11]. Third, most published literature tests detection models on single
datasets, which do not demonstrate the robustness in malware ecosystems with
varying family distributions, varying levels of obfuscation, and varying dynamics in
time.

These challenges are the focus of this paper, which examines 50 primary
studies in a systematic review in order to assess them between 2020 and 2025.
The structure of the review is as follows: Section II is a survey of malware
detection methods (statistic, dynamic, hybrid, and image-based); Section III is a
survey of deep learning architectures; Section IV is a survey of metaheuristic
feature selection; Section V is a review of XAl in cybersecurity; Section VI reviews
benchmark datasets; Section VII compares-and-contrasts; Section IX is the
conclusion of the review.

B. Malware Detection Approaches
B.1. Static Analysis Methods

The analysis of malware binaries is performed without running them in any
way, making use of the features that are obtained out of the file structure itself.
Portable Executable (PE) file header (section names, import address tables, entry
point addresses, resource section entropy) and raw bytes sequences are the most
investigated artifacts, and disassembly-derived control flow graphs (CFGs) and
opcode n-grams are also of interest. Initial machine learning methods used in the
field of static analysis used classical algorithms Support Vector Machines (SVM),
Random Forests, and k-Nearest Neighbours on manually specified feature vectors.
The groundbreaking article by Nataraj et al. [12] showed that PE binary files when
turned into grayscale images where each byte is mapped to a pixel intensity yield
texturally distinct images of different malware families, which can be classified
using the CNN without direct disassembly.

Recent works have targeted deep neural networks on the raw features of PE.
Lad and Adamuthe [13] introduced a multilayer perceptron that was trained on
2,381 features that were obtained with the EMBER dataset [14] and scored
97.53% and 94.09% on EMBER 2017 and 2018, respectively, at a lower training
time compared to baseline ensemble models. Fang et al. [15] trained a deep
learning static detector DeepDetectNet on Windows PE files with AUC 0.989 and
showed the resistant behavior to adversarial samples using reinforcement
learning-based adversarial retraining to increase AUC to 0.996. In spite of these
advances, the analysis of the code is by definition fragile against packers,
encryptors, and code virtualization tools that modify the literal sequence of bytes
in a systematic manner without affecting the behavior of the program at runtime.

https://doi.org/10.33022/ijcs.v15i3.5152 4140


https://doi.org/10.33022/ijcs.v15i3.5152

The Indonesian Journal of Computer Science

B.2. Dynamic Analysis Methods

Dynamic analysis loads malware into a controlled sandbox and monitors
runtime activities such as API call chains, system call traces, registry interactions,
files system interaction, and network traffic. This method is inherently more
resistant to obfuscation than is the case with static analysis, as whatever malicious
code the attacker has will eventually need to be executed despite the binary
encoding. Cuckoo Sandbox and Any.run are examples of sandboxing platforms that
perform dynamic features extraction at scale [16].

Analysis of API call sequence has become one of the most discriminatory
behavioural indicators. Singh and Singh [17] tested 12 machine learning classifiers
(Random Forest, SVM, k-NN, and gradient boosting variants) on dynamic API call
features, which were collected on 15,068 malware and benign samples, using
Cuckoo Sandbox, and their best results with ensemble methods was 99.1%
accuracy after parameter optimization. Cui et al. [18] introduced API12Vec, a graph-
based APl embedding algorithm, that builds temporal process graphs (TPG) and
temporal API graphs (TAG) to capture both interprocess and intra process
behaviour, and is better than sequential embedding baselines on realistic malware
data sets. Li et al. [19] proposed a deep architecture consisting of embedding and
convolutional feature extraction and Bi-LSTM modeling of API sequence intrinsic
features, with F1 0.9724 on a large real dataset - far surpassing sequence
frequency baselines. Guven [20] showed dynamic analysis of malware with the
help of sandbox-captured PCAP files in a virtualized system by using machine
learning to provide suitable behavioral classification based on network traffic
characteristics.

The main weakness of dynamic analysis is that it does not involve the
identification of latent dormant behaviors, environment-conscious malware that
identifies sandbox instrumentation, and code paths that necessitate a specific user
interaction process. Multi-path execution schemes and bare-metal sandboxing
overcome these constraints but incur a prohibitive cost of computation at scale.

B.3.. Hybrid Static-Dynamic Approaches

Perceiving the complementary advantages of both the static and dynamic
analysis, scholars have also suggested more and more hybrid models combining
the aspects of both the paradigms. A comparative study of deep learning models on
Android malware based on both static analysis (98.8% with LSTM) and dynamic
analysis (95.3% with CNN-LSTM) conducted by Bayazit et al. [21] showed that in
their experimental setup, static analysis (with the disassembly) is more successful
than dynamic analysis (high accuracy with CNN-LSTM) because the former can
represent features more comprehensively. Darabian et al. [22] used hybrid static-
dynamic deep learning on cryptomining malware, which is a combination of
network traffic and binary features in a single pipeline detection, and it
substantially improved over single-modality detection. Ullah et al. [23]
implemented API-Call Graphs (ACGs) obtained with the help of dynamic analysis
together with a set of the features of image texture on a byte level obtained with
the help of static analysis and combined multi-head attention-based transfer
learning with FAST-BRIEF-based texture features to reach 99.27% accuracy on the
CIC-InvesAndMal2019 data set. These findings show that hybridization is always
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associated with accuracy gains of 1-4% on unimodal methods at the expense of
added complexity in feature engineering.

B.4. Image-Based Malware Detection

The visualization paradigm, first introduced by Nataraj et al. [12], is based on
the Mallmg dataset identifying malware binaries as two-dimensional grayscale
images whereby rows correspond to a fixed-width block of raw bytes. This model
maintains the locality of code structures (function prologues, packed sections,
string literals) to space ensuring that it is modeled as CNN-based spatial feature
extraction. These visual similarities of samples belonging to the same malware
family due to the existence of shared codebases and reuse of functional
components in these families are a natural inductive bias to image classification
models.

Go et al. [24] used ResNeXt, a state-of-the-art CNN with grouped convolutions,
to classify malware images in grayscale (Mallmg dataset) and obtained 98.32%
accuracy on the initial 25-class benchmark and 98.86% accuracy on an augmented
one, which surpassed AlexNet and VGG baselines. Lin and Yeh [25] discovered this
by showing that 1D CNNs of the 2D image type do not break the 1D structure of
binary code, and perform better at low computational cost than 2D CNN analogues.
Mohammed et al. [26] suggested the visualization of frequency domain malware
based on Discrete Cosine Transform (DCT) N-gram counts, which resulted in 96%
binary classification accuracy of the MaleX data at 1 million samples. Agrafiotis et
al. [27] generalized visualization to network traffic, turning PCAP files into
grayscale images and using CNN and Vision Transformer (ViT) models, which
state-of-the-art binary classification on CIC-IDS-2017. Belal and Sundaram [28]
introduced Butterfly Vision Transformer (B_ViT) with local and global attention
processing in parallel to malware images in the classification task with 99.49% and
99.99% on Mallmg and Microsoft BIG 2015 respectively, with an average 2.42-fold
more speed than the standard variants of ViT. A comprehensive overview of these
malware detection approaches is illustrated in Figure 1, which presents a
structured taxonomy of static, dynamic, hybrid, and image-based methods.

Static Analysis Dynamic Analysis Hybrid Approaches Image-Based Detection
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Figure 1. Taxonomy of Malware Detection Approaches
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C. Deep Learning for Malware Detection
C.1. CNN-Based Models for Malware Image Classification

Convolutional Neural Networks are still the most popular deep learning
architecture to use to detect malware by images because these networks are
translation invarient, extract meaningful hierarchical features with stacked
convolutional and pooling layers, and work on image-based computer vision. CNNs
are used in the malware space to work on binary grayscale images, and they learn
local features that represent malware code structure, data segments, and packing
artifacts in various malware families.

Zhao et al. [29] introduced a better version of Faster RCNN, with transfer
learning to detect malware through the use of code texture visualization, focusing
on the text section of the malware to provide accurate feature localization through
the use of a Region Proposal Network (RPN). The model attained a 92.8% accuracy
on six malware families obtained on Kaggle, with the transfer learning component
decreasing the convergence time and enhancing generalization. Panda et al. [30]
introduced SE-AGM, a hierarchical ensemble model that consists of an
Autoencoder, GRU, and MLP network that is trained on 25 essential features that a
CNN transfer learning network has extracted on the Mallmg dataset with 99.43%
average accuracy. Tasci [1] proposed a 1D CNN with self-attention layers, GELU
activation, dropout, and layer normalization, which was tested on CIC [oT 2023,
CIC-MalMem-2022, and CIC-IDS2017 datasets and attained 99.90% accuracy on
the latter - proving the usefulness of self-attention augmented CNN to detect
memory-resident malware in [oT environments.

C.2. RNN/LSTM-Based Models for Sequential Malware Behavior

Recurrent neural networks along with their gated counterparts LSTM and
Gated Recurrent Unit (GRU) are architecturally particular to sequential data
modeled, i.e. API call chains, system call logs, opcode instruction streams, which all
contain strong temporal dependencies. The LSTM networks solve the vanishing
gradient issue of traditional RNNs by new updates of gated memory cells, and they
allow long-range correlations in behavioral sequences to be captured.

Li et al. [19] revealed that Bi-LSTM is more effective than unidirectional
models in models API sequences and that the two way dependencies are used to
get F1 0.9724. Almaleh et al. [31] presented a hybrid model of Logistic Regression
(LR) + RNN where logistic regression initializes weights of the neural network,
which scores 98% on imbalanced API call datasets, which is better than the
baseline model at minimum loss. D'Angelo et al. [32] introduced video-
classification paradigm over Android malware, which use API call sequences as
time-based video frame and apply CNN-LSTM autoencoders to identify behavior
patterns in successive time frames and proved that time-varying visual
representations of API streams can be used to classify malware. Bayazit et al. [21]
indicated that LSTM achieved an accuracy of 98.8% on static features and 95.3%
on dynamic ones, which again supports the use of LSTM as a tool to model
sequential and dynamic features of a static model.

C.3. Hybrid CNN-LSTM and CNN-BiLSTM Architectures
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A hybrid system with CNNs and LSTM/BIiLSTM modules (either built into a
single pipeline) has become a dominant paradigm, where CNNs are used to extract
spatial features of initial raw or preprocessed inputs and LSTM/BiLSTM are used
to model future temporal relationships between the generated feature sequences.
The architecture is inherently able to support both image-based visualization
functionality and sequential behavioral functionality in the same forward pass.

A hybrid LSTM+CNN malware detection system was suggested by Thakur et al.
[6] and published in Wireless Personal Communications (2024), providing the
highest accuracy of 99.2% on malware image datasets with much better
convergence properties compared to individual architectures. Dai et al. [33]
suggested CNN-BiLSTM-Attention to network intrusion detection - extracting
spatial information with CNN, temporal information with BiLSTM, and attentively
weighting spatiotemporal combinations of features, and proposed Equalization
Loss v2 to overcome class imbalance - with 99.3% accuracy on NSL-KDD, UNSW-
NB15, and CIC-DD0S2019. Although this architecture was developed as an
intrusion detector, it is directly inspired by the need to apply the architecture to
malware classification in cases where both the spatial (code texture) and temporal
(behavioral sequence) features can be obtained.

C.4. Attention Mechanisms in Malware Detection

Attention mechanisms are an explicit model of relative importance of various
input elements where learnable weights are used in order to concentrate the
representational capacity of the model on the most discriminative features. In
malware detection, attention has several levels: sequence level attention of API
calls indicates the most suspicious interactions with systems; spatial attention on
malware pictures indicates the most informative code areas; self-attention (with
transformer architectures) indicates global dependencies on an entire input
representation.

Liu et al. [34] suggested LTAChecker, a combination of LSTM, Temporal
Convolutional Network (TCN), and multi-head attention on Dalvik opcode
sequences extracted out of Android APKs, with an average accuracy of 98.69% —
higher than the baseline of both random forest and pseudo-label deep neural
networks. The multi-head attention attention component focuses the model on
behavioral hints on the malicious sequence segments to enhance the ability to
detect the variants of obfuscation. Ullah et al. [23] used multi-head attention on
API-Call Graph embeddings and expertly used on-byte image texture features to
form a joint representation, which reflected both semantic (graph) and visual
(texture) elements of malware behaviour. The malware variant traffic recognition
network by Hu et al. [35] is a deep subdomain adaptation, attention mechanism
network with recognition at IoT edge gateways, which has a higher malware
adaptation of traffic variants and cross-domain generalization of 97.3 percent on
the benchmark of IoT traffic with enhanced cross-domain generalization. Zhang et
al. [36] have shown that, multi-head attention and BiLSTM with the attention
mechanism result in the 98.29%-99.08% accuracy over the KDDCUP99, NSLKDD
and CICIDS2017 datasets, and the minority class detection which is vital in the
imbalanced situations of malware detection.
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Although these are encouraging findings, none of the available research works
has been able to combine multi-head attention with bidirectional LSTM with the
purpose of malware classification across multiple benchmark data sets at the same
time, indicating a distinct architecture gap in the literature.

C.5. Transfer Learning Approaches

Transfer learning makes use of the features learned on the large-scale image
classification problem (ImageNet, mostly) to pre-train CNN models in malware
scanning to use less training data and to better generalize to malware families that
are underrepresented. VGG-16, ResNet-50, InceptionV3, MobileNet, and
EfficientNet have been all tuned with malware visualization classification.

Naeem et al. [37] compared three pretrained CNN (including InceptionV3) on
the detection of malware in [oT devices on color images of Android DEX files with
the highest binary and multiclass accuracy of 98.5% and 91% respectively. Grad-
CAM was used after post hoc to visualize the most significant spatial areas by
visualization to give a classification decision, an infrequent instance of XAl
implementation in malware-specific transfer learning. Panda et al. [30] proposed
domain-trained CNN as a feature extractor with stacked ensemble classification
with 99.43% on Mallmg and its higher efficiency over end-to-end fine-tuned
models. Zhao et al. [29] used ImageNet-trained Faster RCNN in malware texture
recognition, and it was revealed that transfer learning enhances convergence and
offers regularization effect when confronted with small malware family samples.

D. Metaheuristic Optimization for Feature Selection
D.1 The Importance of Feature Selection in Malware Detection

In the present state, pipelines used in modern malware detection accept a
heterogeneous set of features based on analysis of the static PE, dynamic
behavioral information, network traffic analysis and binary visualization,
periodically output feature vectors of hundreds to thousands of dimensions. High
dimensional feature spaces create the curse of dimensionality: greater
computational expense, poorer generalization because of sparsity, greater
sensitivity to noise and irrelevant features and poorer interpretability. Good
feature selection discovers a small, maximally informative feature set that
dimensionality reduces by 50-95 percent but does not impair or even deteriorates
classification accuracy [10,38].

As Hasan et al. [38] established, the use of the feature selection (PCA)
algorithm with feature scaling (min-max normalization) allowed Light Gradient
Boosting Machine (LGBM) to reach a 97.16% accuracy with a 139-feature malware
dataset (the best accuracy of 12 compared models) with a 23-percent shortened
training time. These findings confirm the claim that preprocessing decisions, such
as strategy of feature selection have a decisive impact on downstream model
performance regardless of the architecture option.

D.2. Traditional Feature Selection Methods

The commonly recognized approaches to feature selection include filter,
wrapper and embedded. Filter methods are based on the statistically defined
features (correlation, mutual information, ANOVA F-score, chi-squared)
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independent of the classifier, thus computationally efficient but may not give the
best results because feature interactions with the model are not taken into
account. Wrapper methods get the performance of a target classifier by training
and testing on subsets of the features, which directly measures the performance of
the classifier, but is very computationally expensive. Embedded techniques
combine feature selection with model training model directly - Canonical examples
include L1 regularization (Lasso) and feature importance in trees, and trade off
efficiency and model-awareness.

Principal Component Analysis (PCA) and Linear Discriminant Analysis (LDA)
are two commonly used baselines in the detection of malware in the literature of
dimensionality reduction. Hasan et al. [38] compared all three categories in a
systematic fashion, showing that PCA has the highest accuracy (97.16) compared
with LDA and no-selection baselines in 12 classifiers. Regardless of how common
they are, despite their use, traditional methods have a common limitation: they do
greedy/exhaustive search of combinations of features which are computationally
intractable in very high-dimensional spaces.

D.3. Bio-Inspired Metaheuristic Algorithms

The intractability of exhaustive feature search is solved using bio-inspired
population-based optimization algorithms that operate by refining a population of
candidate feature subsets, in a series of iterations through natural process inspired
mechanisms. These algorithms strike a tradeoff between exploration (global
search through a wide range of solutions) and exploitation (local refinement of
good solutions) and they also come to near-optimal sets of features with a
computational complexity that grows polynomially.

Genetic Algorithms (GA) represent subsets of features in a binary
chromosome and reproduce populations via selection, crossover and mutation
operations based on natural selection. Particle Swarm Optimization (PSO) models
candidate features sets are particles moving through a search space guided by
their own local optimum position and the global swarm optimum. The Ant Colony
Optimization (ACO) algorithm applies the path-reinforcement technique of
pheromone to favor search over high-quality feature groups. A comprehensive
comparison of PSO, GWO, Firefly Algorithm (FFA), and GA on feature selection of
NIDS on UNSW-NB15 by Almomani [10] has shown rule-based pattern recognition
with a 98.7% accuracy, with GA having a high true positive rate and PSO having the
highest precision.

Grey Wolf Optimizer (GWO) employs the hierarchy of the social structure
and hunting behavior of grey wolves, giving alpha, beta, delta, and omega statuses
to candidate solutions that gradually become worse in quality, which directs the
population convergence in the dynamics of pack leaders. Sathiyabhama et al. [39]
used GWO in feature selection in medical image analysis and it shows good
convergence behavior and competitive accuracy. By using PSO to select Android
ransomware traffic features, Hossain et al. [40] showed that metaheuristic
selection is much more effective than no-selection baselines in identifying
network-based malware, and that feature selection is enhanced by 2.26% -3.70 in
accuracy.

D.4. Recent and Hybrid Metaheuristic Approaches
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It is also understood that single-algorithm metaheuristics have typical failure
modes, namely, GWO is prone to premature convergence; PSO is prone to local
maxima stagnation; GA is prone to high computational overhead: researchers have
suggested hybrid algorithms which harness the exploration-exploitation
characteristics of two or more optimizers to gain synergistic performance boosts.

Al-wajih et al. [41] recommended HBGWOHHO, a combination of Binary GWO
and Harris Hawks Optimization (HHO) which was tested on 18 datasets of UCI as a
benchmark based on k-NN classification. HBGWOHHO was more accurate and has
chosen the desired number of features as well as the time used in computation,
which proved that the exploitative use of rabbit pouncing strategy of HHO is a
successful way to overcome the premature convergence of the standard GWO. El-
Kenawy et al. [42] introduced MbGWO-SFS which is a combination of modified
GWO (exponential iteration weighting and crossover/mutation) and Stochastic
Fractal Search (SFS), thus performing better on 19 UCI datasets according to all
metrics of comparison than both BGWO, SFS, PSO, hybrid PSO-GWO, WOA, MVO,
FA, and GA. Takieldeen et al. [43] proposed the Dipper Throated Optimization
(DTO) algorithm, which is based on the bowing hunting behavior of dippers, and it
outperform PSO, WOA, GWO, and GA on seven unimodal benchmark functions and
the UCI feature selection benchmarks.

Alkanhel et al. [44] suggested GWDTO (Grey Wolf + Dipper Throated
Optimization hybrid) to feature selection in intrusion detection using an IoT-IDS
data set and attained a 99.1 percent of classification accuracy which is better than
two constituent algorithms individually. The statistical tests revealed that GWDTO
is superior based on Wilcoxon rank-sum p-values smaller than 0.05 in all the
comparisons. Tirumala et al. [45] used the Improved Chimp Optimization
Algorithm (ICOA) in case of feature selection alongside a deep neural network in
Android malware detection in IoT devices and it gave them 98.4 percent accuracy
with high dimensionality reduction. Al Ogaili et al. [46] suggested a variant of
Whale Optimization Algorithm (WOA) of malware cyberattack detection, with
competitive feature reduction and 95.2% accuracy of the classification.

Nevertheless, none of the existing work has implemented a compound hybrid
metaheuristic algorithm which combines three or more constituent optimization
strategies - including the hybridization of tree-seed heuristics, sine-cosine
dynamics, hyena social behavior and viper foraging - on malware-specific feature
selection, which is a promising area of unexplored direction. Moreover, such
advanced feature selection is not combined with CNN-BiLSTM-Attention systems.
A comparative summary of widely used metaheuristic feature selection algorithms
and their characteristics in security applications is presented in Table I.

Table 1. Comparison of Metaheuristic Feature Selection Algorithms in Security
Applications

Algorithm  Type Key Strength Weakness Security Feature Accuracy Ref.
Application Reduction
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PSO Swarm  Fast Local Ransomware 56-92% +2.26-3.7% [40]
convergence, optima detection
simple stagnation
implementation
GWO Swarm  Balanced Premature  NIDS (UNSW-  ~70% 98.7% [10]
exploration/exp convergenc NB15)
loitation e
GA Evoluti  Diversity via High NIDS (UNSW-  ~60% 98.5% [10]
onary crossover/muta computatio NB15)
tion nal cost
HHO Swarm  Rabbit pouncing Parameter Feature selection ~65% Competitive [41]
(multi-phase) sensitive UCI
GWO+HHO Hybrid Mitigates GWO Complexity 18 UCI datasets Higher Best across [41]
(HBGWOH convergence than GWO  benchmarks
HO)
MbGWO- Hybrid  SFS diffusion + Tuning- 19 UCI datasets Best in Outperforms [42]
SFS exponential heavy class all
GWO
GWO+DTO Hybrid Strong IoT-IDS Dataset- [oT-IDS Significant  99.1% [44]
(GWDTO) performance specific
WOA Swarm  Spiral search + Slow on Malware ~55% 95.2% [46]
(Modified) adaptive high-dim detection
ICOA Swarm  Improved New, less Android IoT ~60% 98.4% [45]
(Chimp- exploitation validated malware
based)
DTO Swarm  Novel Limited Feature selection Competiti  Outperforms [43]
inspiration, application  UCI ve PSO/GA
strong
benchmark
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E. Explainable Al (XAI) in Cybersecurity
E.1. The Need for Explainability in Malware Detection

The growing use of machine learning and deep learning models in the
decision-making process of cybersecurity has created a pressing need to
understand the model. Security analysts need not only that a model accurately
labels a sample as malware, but they need it to present actionable information:
what was it that it identified as a characteristic, area of code or sequence of
behavioral patterns that made it label the sample malware? This data is vital in
responding to an incident, enhancing threat intelligence, regulatory compliance,
and the current arms race between adversaries, where knowledge of model change
limits is used in developing effective evasion strategies [47].

There are legal restrictions to the use of unexplainable Al systems in regulated
industries, such as financial services (which need to comply with GDPR Article 22
automated decision requirements), healthcare, and in national defense. The Al Act
(2024) by the European Union also provides transparency to high-risk Al
applications, including cybersecurity systems. In practice, unexplainable malware
detectors are a hindrance to false positive investigation: when a vital business
application is declared malware by a malware detector, the analyst cannot
effectively query whether the detection is justified until they have access to the
reasoning used by the model.

E.2. SHAP (SHapley Additive Explanations)

The SHAP [7] algorithm offers theoretically-based feature attribution with the
calculation of Shapley values using cooperative game theory: the contribution of
each feature is the average marginal contribution of the feature in all possible
orderings. The only unified feature attribute approach that has provably consistent
guarantees is SHAP, which meets efficiency, symmetry, dummy, and additivity
axioms all. Complex architectures can now be computed tractably with model-
specific implementations (TreeSHAP when using tree models, DeepSHAP when
using neural networks, GradientSHAP when using differentiable models).

Gaspar et al. [47] implemented SHAP and LIME to a Multi-Layer Perceptron
IDS which was available on IoT devices, where perturbation analysis was utilized
to confirm the accuracy of the explanation and a survey of the forensic utility of
both approaches was surveyed. SHAP was shown to have better global coherence
and explanation stability compared to LIME, and LIME was able to give
complementary local instance-level explanations. Hermosilla et al. [48] compared
SHAP and LIME on XGBoost and TabNet on UNSW-NB15 and found that XGBoost
used with SHAP was the most fidel to explanation with classification accuracy of
97.8% on the dataset. The first example of 1D CNN with SHAP (global) and LIME
(local) was 94% accurate on NSL-KDD as Salloum and Norozpour [49] combined
both approaches in a single model of cybersecurity detection.

E.3. Grad-CAM (Gradient-weighted Class Activation Mapping)

Grad-CAM [9] produces visual explanation maps of CNN predictions by
calculating the gradient of the class score with respect to the feature maps in the
final convolutional layer, and then computing global average pooling to obtain a
spatial heatmap to represent the image regions that contribute the most to the
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prediction of the assigned class. This method does not involve any alteration of the
model structure and can be applied to any CNN having at least one convolutional
layer.

Grad-CAM, when applied to a malware binary image, would offer a direct
visualization of which parts of the malware binary image (when compared to
particular file parts, packed regions, or encrypted payloads) the model perceives as
most discriminative to make a classification. Naeem et al. [37] used Grad-CAM with
t-SNE visualizations to an InceptionV3 transfer learning model in detecting
malware in [oT devices with a binary and multiclass accuracy of 98.5% and 91%
respectively. Interpretable evidence provided by the Grad-CAM analysis showed
that the model paid attention to the executable code and the entropy of the header
consistently, as the gradient of importance is in line with the domain knowledge
regarding the structure of malware.

E.5. LIME and Other XAI Methods

LIME [8] fits a simple interpretable model (e.g., linear regression or sparse
decision tree) to the perturbed samples and fit the decision boundary of the model
by weighting the results by distance to the original instance to create a local linear
approximation of the decision boundary of the model. Although not as globally
consistent as SHAP, LIME is model-agnostic, with a practical approach to post-hoc
explanation of any black-box classifier, and is computationally efficient.

Additional XAl methods used in the area of cybersecurity are Integrated
Gradients (IG) which assigns a prediction by summing model gradients across a
path between a baseline input and Attention Visualization which explicitly looks at
the learned attention weights of transformer-based models. The fact that SHAP is
used to understand global models and Grad-CAM to interpret spatial images is
especially interesting to malware detection, because SHAP allows filling the gap
between feature-level (behavioral) and spatial (visualization) explanations.

E.5. Current Gaps in XAl for Malware Detection

Although there is a rapid evolution in the XAI methodology, substantial lack of
systematic integration of XAl in the malware detection literature is evident. Among
35 main studies examined in Section VII, 4 (11.4%) of them use some XAl
technique. Such a gap is especially acute in cases of deep learning models (CNN-
LSTM, BiLSTM-Attention) since none of the studies has utilized attention weight
visualization as well as post-hoc SHAP or Grad-CAM explanation of malware-
specific classification. Moreover, none of the studies presents explanations of XAI
at both the stage of feature selection (which features were selected and why) and
the stage of classification (how the selected features contribute to each individual
prediction), as a result, a complete XAl pipeline in malware detection remains a
completely uncharted area of the literature.

F. Benchmark Datasets

Dataset selection fundamentally constrains the validity of comparative claims
in malware detection research. Table II summarizes the principal benchmark
datasets used across the reviewed literature.
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Table 2. Benchmark Datasets for Malware Detection Research

Dataset Year Samples Families/Cl Feature Format Availability Key
asses Type Studies
Mallmg 2011 9,339 25 families Grayscale PNG Public [24, 28, 30]
image
(binary
visualizatio
n)
EMBER 2017/2018 1,100,000 Binary Static PE JSON/CSV Public [13,14]
2017/2018 (malware/b  features
enign) (2,381
features)
Microsoft 2015 10,868 9 families Grayscale Binary + Public [28]
BIG 2015 image + PNG (Kaggle)
assembly
BODMAS 2019-2021 134,428 581 families PE static + CSV+PE Public [50]
behavioral
features
SOREL-20M 2020 20,000,000  Binary Static PE JSON Public [51]
(LIEF-
extracted)
VirusShare 2011- >50M Multiple Raw PE PE Researcher  Various
present binaries executables  access
CIC- 2022 58,596 14 families Memory Ccsv Public (CIC) [1]
MalMem- forensics +
2022 behavioral
CIC- 2019 ~15,000 Binary + Android APK + log Public (CIC)  [23]
InvesAndM family dynamic +
al2019 static
MaleX 2021 ~1,000,000 Binary Frequency PNG Research [26]
domain
image (DCT)
Virus Total Ongoing Varies Multi-family PE binaries PE Commercial Various
API + AV reports API
samples

The Mallmg dataset [12] is the most common benchmark to be used in the
classification of images representing malware because it has labeling of the family,
is not too large and has a historical citation value of cross-studies. Yet, its age
(2011) is a major limitation: it is older than modern malware obfuscation methods,
ransomware-as-a-service campaigns, and fileless malware (only memory), and a
high accuracy on Mallmg is not a sufficient indication of real-world usefulness.
EMBER [14] offers a large-scale statistic feature benchmark with detailed PE
metadata, but its binary classification (malware/benign) does not allow analyzing
it on a family basis. BODMAS [50] deals with the problem of temporal distribution
shift by giving time-stamped samples between 2019 and 2021, which makes it
possible to test the models in the conditions of real concept drift. SOREL-20M is
the largest ever to support 20M samples although it is only scalable with immense
computational power to train. The lack of multi-modal benchmark of the
characteristics of the applied static PE, dynamic API call logs and binary
visualizations of the same samples is a serious methodological weakness, as the
cross-modal comparison of the studies with dissimilar datasets and types of
features is not reliable in itself.
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Table III represents a systematic comparison of 35 representative studies on
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the topic published between 2020 and 2025 based on methodology. Research is
reviewed in terms of architecture, data set, accuracy, feature selection algorithm
and XAl integration, and its critical novelty.

Table 3. Comparative Analysis of Recent Malware Detection Studies (2020-2025)

# Author(s) Year Method/Archit Dataset Accuracy (%) Feature XAI Ref.
ecture Selection
1 Tasc1 2024 1D CNN + Self- CIC- 99.90 None No [1]
Attention MalMem-
2022
2 Thakuretal. 2024 Hybrid Mallmg 99.20 None No [6]
LSTM+CNN
3 Naeemetal. 2022 InceptionV3 Android 98.50 (bin.) None Grad- [37]
Transfer + Grad- DEX CAM
CAM
4 Belal & 2023 Butterfly Vision Mallmg, 99.49 None No [28]
Sundaram Transformer MS BIG
5 Liu et al. 2024 LSTM+TCN+Mul  Android 98.69 None No [34]
ti-head Dalvik
Attention
6 Ullah et al. 2022 Multi-head CIC- 99.27 FAST-BRIEF No [23]
Attention ACG + InvesAnd
Image Mal
7 Dai et al. 2024 CNN-BiLSTM- NSL-KDD,  99.30 None No [33]
Attention UNSW
8 Zhang et al. 2023 BiLSTM + Multi- KDD, NSL- 98.29-99.08 None No [36]
head Attention KDD, CIC
9 Lietal 2022 Bi-LSTM API Real 97.31 (F1) None No [19]
Sequence malware
DB
10 Lad & 2022 DNN Static PE EMBER 97.53 Manual No [13]
Adamuthe 2017/201
8
11  Fangetal 2020 DeepDetectNet + Windows  AUC 0.996 None No [15]
RL adversarial PE
12  Bayazitetal. 2023 LSTM (static) / Android 98.80 / 95.30 None No [21]
CNN-LSTM custom
(dyn.)
13  D'Angelo et 2021 CNN-LSTM Android N/A None No [32]
al. Autoencoder API
(API video)
14  Darabian et 2020 Static+Dynamic  Cryptomin 97.10 None No [22]
al. DL hybrid ing
15 Goetal. 2020 ResNeXt Mallmg 98.32 None No [24]
visualization
16 Lin&Yeh 2022 1D CNN binary Custom 96.00+ None No [25]
sequences binary
17  Agrafiotis et 2022 CNN/ViT CIC-IDS- 99.00+ None No [27]
al. grayscale traffic 2017
18 Zhaoetal. 2020 Faster RCNN + 6-family 92.80 None No [29]
Transfer Kaggle
Learning
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Mohammed 2021 DCT-domain MaleX 96.00 None No
et al. CNN (MaleX 1M)
Panda et al. 2023 SE-AGM Mallmg 99.43 CNN features  No
(Autoencoder+G
RU+MLP)
Hossainetal. 2022 PSO + Random Android +3.70% PSO No
Forest traffic
Al Ogaili et 2023 Modified WOA + Custom 95.20 WOA No
al. SVM
Tirumala et 2023 ICOA (Chimp Android 98.40 ICOA No
al. OA) + DNN IoT
Alkanhel et 2023 Hybrid [oT-IDS 99.10 GWO+DTO No
al. GWO+DTO +
SVM
Almomani 2020 PSO+GWO+FFA+ UNSW- 98.70 PSO/GWO/G No
GA + SVM NB15 A
Hasan et al. 2025 LGBM + PCA Custom 97.16 PCA No
(139 feat)
Hermosilla 2025 XGBoost + SHAP UNSW- 97.80 None SHAP+LI
etal. + LIME NB15 ME
Gasparetal. 2024 MLP + SHAP + IoTIDS 96.40 None SHAP+LI
LIME ME
Salloum & 2025 1D CNN + SHAP NSL-KDD 94.00 None SHAP+LI
Norozpour + LIME ME
Cui et al. 2023 API2Vec + Real 97.00+ Graph-based No
Doc2Vec graph malware
Almaleh et 2023 LR initialization API calls 98.00 None No
al. + RNN (API) dataset
Guven 2024 ML + sandbox PCAP/san  95.00+ Statistical No
PCAP analysis dbox
Hu et al. 2023 Deep subdomain [oT traffic  97.30 None No
adapt. +
Attention
El-Kenawy et 2020 MbGWO-SFS 19 UCI  Outperforms all GWO+SFS No
al. feature selection datasets
Al-wajih et 2021 Hybrid 18 UCI Bestclass. GWO+HHO No
al. GWO+HHO datasets
(HBGWOHHO)

[26]

[30]

[40]
[46]
[45]

[44]

[10]
[38]
[48]
[47]
[49]
[18]
[31]
[20]

[35]

[42]

[41]

Several observations can be made out of Table III. To begin with, most of the

researches (31/35, 88.6%) do not implement any kind of XAI, which demonstrates
a rampant lack of transparency in the malware detection literature. Second, 10/35
studies (28.6%) use metaheuristic feature selection (mostly applied to intrusion
detection scenarios and not to malware-specific pipelines) and do not integrate
metaheuristic selection with CNN-BiLSTM-Attention classification. Third, the
accuracy values fall into the range of 95% -99.5 which indicates that there are
diminishing returns to architecture improvement alone and encourages
considering alternative dimensions (explainability, robustness, efficiency). Fourth,
none of the studies consider all three issues: advanced hybrid metaheuristic
feature selection, CNN-BILSTM-Attention classification, and dual XAI integration
(SHAP feature + Grad-CAM spatial). The major deep learning architectures used in
malware detection are summarized in Figure 2, highlighting the relationships
between CNN, RNN, LSTM, BiLSTM, and hybrid attention-based models.
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Figure 2. Deep Learning Architectures for Malware Detection

H. Research Gaps and Future Directions

The cumulative examination of 35 primary studies that was conducted in the
foregoing section, along with the thematic review of the detection methods, feature
selection algorithms, CNN-BiLSTM-Attention architecture, and dual XAI
explainability, discloses the six vital research gaps that drive a new hybrid
structure combining sophisticated metaheuristic optimization, CNN-BiLSTM-
Attention architecture, and dual XAl explainability.

Gap 1: Absence of Advanced Hybrid Metaheuristic Feature Selection in
Malware-Specific Deep Learning Pipelines

Although hybrid metaheuristic algorithms like GWO +DTO [44], GWO +HHO
[41] and MbGWO-SFS [42] have shown superiority in feature selection in the
context of intrusion detection, applying them to malware-specific feature spaces
has barely been explored at all. Moreover, none of the existing research has
created the compound hybrid algorithms that involve three or more constituent
optimization strategies, which include incorporating sine-cosine dynamic
mechanisms, tree-seed heuristics, hyena social behaviour, and viper foraging
structures in reducing the dimensions of malware feature spaces. It is precisely the
high-dimensional, heterogeneous nature of feature spaces of combined static-
dynamic malware analysis (usually 500-3,000 features) that poses the challenge
where most advanced hybrid metaheuristics are most required. The knowledge
gap between malware detection literature and metahyper features literature
constitutes an opportunity of research that can be directly exploited.

Gap 2: No Integration of Attention-Enhanced BiLSTM Architecture for Multi-
Dataset Malware Detection

The CNN-BIiLSTM-Attention network has achieved strong results in network
intrusion detection [33], with 99.3% accuracy on both NSL-KDD and UNSW-NB15
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following a combination of space (CNN), time (BiLSTM), and importance
(Attention) feature processing. Nonetheless, the malware classification task has
not been implemented in this architecture, and no study on malware detection has
been done to use CNN-BiLSTM-Attention on several concurrent benchmark
datasets (e.g., Mallmg, BODMAS, and EMBER) to show cross-dataset generalization.
The most common limitation in 33 out of 35 papers reviewed is single-dataset
evaluation, which compromises the argument of the actual applicability of the
studies.

Gap 3: Critical Deficit of XAI Integration in Malware Detection Deep Learning
Models

Such a small number of studies (4 out of 35) that are reviewed (11.4%) include
any XAl method, and none uses XAl in particular to malware classification using a
BiLSTM-Attention or CNN-BiLSTM. Both SHAP to behavioral feature attribution
(what API calls, PE features, or binary statistics determine who each malware
binary image belongs to, etc.) and Grad-CAM to spatial visualization (where do
malware binary images focus on the most) have not been applied together in a
single malware detector chain. This disconnect is especially sharp in the face of
mounting regulatory pressure of Al transparency and the need by security analysts
to have more actionable model explanations.

Gap 4: Lack of Combined Static and Behavioral Feature Analysis with
Metaheuristic Selection

Hybrid static-dynamics analysis [22,23] has been shown to give constant
improvements relative to unimodal methods, but none of the reviewed hybrid
models uses metaheuristic feature selection of the joint static-behavioral feature
space. The introduction of advanced metaheuristic optimization to find the most
informative subset of a joint 500 -2,000 dimensional static-behavioral feature
space, then CNN-BiLSTM-Attention classification is an untested and highly
motivated area of research.

Gap 5: Real-Time Deployment and Computational Efficiency

Most of the studies reviewed report measures of accuracy without relative
analysis of inference latency, memory footprint, or hardware requirements - all
important factors when it comes to end agent implementation as in endpoint
security agents and network-based detection systems with hard real-time
requirements. Lightweight architectures that are optimized by metaheuristic
feature selection can reduce feature dimensionality by 60-90%, and provide a
promising future of deployment-feasible deep learning malware detection, but no
research has quantified the efficiency-accuracy trade-off of this method.

Gap 6: Absence of Temporal Robustness Evaluation

Malware ecosystems are dynamic: the malware families are formed, the
malware families are evolved and the relative popularity of various malware types
changes with time as a response to defensive measures. The vast majority of
studies reviewed train and test on static dataset splits, which are selected using the
same period, and they do not test temporal robustness in the presence of concept
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drift. Time-stamped samples allow time-based assessment only with the use of
BODMAS [50], and most of the research uses Mallmg (2011), EMBER (2018), or
synthetic splits, which do not capture time-based dynamics in the real world.

The combination of these six gaps supports the use of a new framework, which
incorporates: (1) a compound hybrid malware feature selection metaheuristic
framework; (2) a CNN-BIiLSTM-Attention malware feature classification model; (3)
a dual XAl integration of SHAP attribute feature and Grad-CAM spatial explanation;
(4) a multi-dataset validation between Mallmg, BODMAS, and EMBER; and (5)
analysis of inference efficiency. This framework is the first framework to conduct a
comprehensive investigation that includes all three dimensions, which include
advanced feature selection, attention-enhanced deep learning, and systematic
explainability, into a single malware detection pipeline.

I. Conclusion

The paper has provided a holistic systematic literature review of the current
state-of-the-art malware detection techniques that include the use of static
analysis, dynamic behavioral analysis, hybrid-static-dynamic schemes, and binary
visualization of images. The review summarized 50+ primary studies that were
published between 2020-2025 and divided them into thematic sections such as
deep learning architectures, metaheuristic optimization of feature selection,
Explainable Al methods, and benchmark dataset properties.

The review was able to identify three hegemonic tendencies in newer malware
detection studies. To begin with, CNN classification based on visualization has
obtained close to saturating accuracy (98%99.9%) on classical benchmarks such
as Mallmg and Microsoft BIG 2015, which encourages the research community to
redirect their attention to more difficult tasks such as cross-dataset generalization,
obfuscation resilience, and real-time deployment efficiency. Second, the latest state
of the art in the sequential modeling of malware behavior is hybrid CNN-BiLSTM-
Attention systems, which are architecturally integrated spatial feature extraction,
bidirectional temporal modeling, and attention-weighted feature importance in a
single discriminative framework. Third, metaheuristic feature selection - especially
hybrid algorithms between GWO, PSO, HHO and DTO - is seen to improve
consistency by 2-5% accuracy and 56-92% dimensionality reduction over no-
selection baselines, with completely uncharted uses to malware specific combined
feature spaces.

The transparency shortage was found to be astonishing in the comparative
analysis of 35 studies in Table IIl: 88.6% of studies offer no mechanism of
interpretability, even in the face of increasingly regulatory and operational
demands of explainable security Al. The limited use of Grad-CAM [37] and
SHAP+LIME [47,48,49] in related cybersecurity settings is evidence that XAI can be
integrated technically, but its use with malware-specific CNN-BiLSTM-Attention
models has not yet found a place in the literature.

There were six research gaps identified that are critical and altogether drive a
new hybrid framework that combines technologically superior methods of
compound metaheuristic feature selection, CNN-BiLSTM-Attention classification,
and dual SHAP-Grad-CAM explainability. The framework has been placed to
innovate the state of the art simultaneously in three aspects: higher accuracies in
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detection than the state of the art by refining feature quality; cross-dataset
generalization by testing on multiple datasets; and transparency regulatory
through systematic integration of XAl This framework will be applied and tested
on Mallmg, BODMAS, and EMBER data in the future to represent the first fully
hybridized malware detection pipeline based on metaheuristics and deep learning
and with XAl in print.
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