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This study aims to examine the factors that influence the intention and
actual use of Multi-Factor Authentication (MFA) in the National Single
Window Agency (LNSW). The research model integrates the Technology
Acceptance Model (TAM) and the Unified Theory of Acceptance and Use of
Technology (UTAUT) with the addition of the Perceived Security (PS)
construct. Data were collected from employees and vendor teams at the
LNSW and analyzed using the Partial Least Squares Structural Equation
Modeling (PLS-SEM) method. The results show that Perceived Ease of Use
(PEOU) and Social Influence (SI) have a positive and significant effect on
Behavioral Intention (BI). In addition, Perceived Security (PS) does not
have a direct effect on Behavioral Intention, but it has a significant positive
effect on Perceived Usefulness (PU). Other findings show that Behavioral
Intention (BI) is a strong predictor of Actual Usage (AU) of MFA. These
results confirm the relevance of the TAM and UTAUT models in explaining
the adoption of security technology in the public sector, and emphasize
the importance of ease of use and organizational influence in encouraging
the adoption of MFA.
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A. Introduction

Advances in digital transformation in the public sector have prompted the
government to improve information security systems, particularly the exchange of
electronic data related to exports, imports, and logistics between ministries and
agencies in Indonesia, as well as across countries in the context of international
trade [1], [2]. The Indonesia National Single Window Agency (LNSW) as the
organization that manages the Indonesia National Single Window System (SINSW)
has an obligation to ensure system security, particularly confidentiality, integrity,
and availability [1], [3], [4], [5]- Based on data from the Indonesia National Cyber
and Crypto Agency (BSSN) during 2024, data theft and illegal data access were the
most frequent security incidents in Indonesia. There were 22 reported cases [6]. The
public sector was the most affected organization, accounting for 58.34%. This shows
that government organizations are the main targets of cyber attacks [6]. In addition,
56 million pieces of data from 461 public organizations were leaked due to
credential theft by malware. The data was used by attackers to conduct phishing and
gain illegal access to public service systems [6]. This situation highlights the
government's weak ability to protect credentials and the urgency of implementing
Multi-Factor Authentication (MFA) in order to protect sensitive data in the public
sector.

LNSW implements Multi-Factor Authentication (MFA) as a mandatory
mechanism for all employees and vendors when accessing SINSW through Single
Sign-On (SSO). This policy is established through a top-down approach, originating
directly from top management. This policy has impacted system operations at
LNSW. Many employees are not yet familiar with the MFA feature, causing various
obstacles when logging into the system. These obstacles are due to the lack of change
management in the implementation of MFA, such as training and the preparation of
technical guidelines for using MFA, as well as low awareness of the importance of
implementing MFA.

In addition, existing research on MFA adoption is limited to certain sectors
such as the financial sector and the private sector. Currently, there is no empirical
evidence examining MFA adoption in the public sector in Indonesia, particularly
with organizations involving multiple stakeholders such as LNSW.

Based on these conditions, this study aims to identify the factors that influence
the implementation of MFA at LNSW. The author uses a combined model of the
Technology Acceptance Model (TAM) [7], [8] and the Unified Theory of Acceptance
and Use of Technology (UTAUT) [9], [10], [11], and adds the construct of Perceived
Security [12], [13]. The research question of this study is: What factors influence the
implementation of MFA at LNSW?

Theoretically, this research contributes to the development of a system
security adoption model by integrating user behavior and security perceptions.
Practically, the results of this research are expected to serve as a reference for LNSW
in formulating more adaptive and user-oriented security policies.

B. Related Theory
B.1. Basic Theory

MFA is an authentication mechanism that verifies users using two or more
independent authentication factors, namely something you know (e.g., password or
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PIN), something you have (e.g., token or physical device), and something you are
(e.g., biometrics)[14], [15], [16].

The adoption of MFA in an organization can be measured using existing
adoption theories, namely TAM [7] and UTAUT [9]. In this case study, the author
adopted two constructs from the TAM model, namely Perceived Usefulness (PU),
which explains users' perceptions that the implementation of MFA can increase the
usefulness of the system [7], [8], [15], [16] and Perceived Ease of Use (PEQU), which
describes users' perceptions of the extent to which MFA features are easy to use [7],
[15], [17], [18], [19]. Meanwhile, from the UTAUT model, the author uses two
constructs, namely Social Influence (SI) and Facilitating Conditions (FC). SI explains
the extent to which social influences, such as superiors and coworkers, encourage
users to use MFA[9], [10] and FC explains the extent to which the facilities perceived
by users support the use of MFA [9], [10]. Both models play an important role in
explaining the constructs of Behavioral Intention (BI) and Actual Usage (AU). BI
explains users' intentions in using MFA [7], [9], while AU explains how MFA is
actually used in organizations [7], [9].

In the context of MFA implementation, the author also uses the construct of
Perceived Security (PS). PS describes users' perceptions of security and the
organization's ability to protect data from security threats [8], [12], [13]. In several
previous studies, MFA adoption was influenced by mandatory policies, usability, and
user readiness [11], [15]. In Indonesia itself, there has been no research specifically
examining the factors that influence MFA adoption, particularly in the public sector

B.2. Research Hypothesis
Figure 1. shows the eight hypotheses used in this study.
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Figure 1. Research Model

Hypotheses H1, H2, and H3 adopt the basic TAM framework [7]. H1 (PU = BI)
explains that the PU construct has a positive effect on Bl in the implementation of
MFA. In the context of digital security, mobile banking users tend to use biometric
authentication when they perceive an increase in benefits [8], [12]. Meanwhile, H2
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(PEOU - BI) and H3 (PEOU - PU) explain that system ease of use has a positive
effect on users' intention to use MFA [7], [8], [15], and that an easy-to-use system
will be considered more useful by users [7], [8]. Research by Azhari et al.[8] shows
that the ease of use of biometric technology increases user acceptance in Indonesia,
while Sinigaglia et al. [15] emphasize that the ease of authentication procedures is a
major factor in the adoption of MFA in the banking sector.

Hypotheses H4 and H5 refer to the UTAUT framework [9]. H4 (SI - BI)
explains that social influence has a positive impact on users' willingness to use MFA
[9], [17] and H5 (FC - BI) explains that resource availability, technical support, and
organizational infrastructure readiness have a positive effect on employees’
intention to use MFA[9], [17]. Al Husari et al. [17] also states that adequate
facilitating conditions are an important prerequisite for shaping employees'
intention to adopt MFA.

Hypotheses H6 and H7 are related to PS. H6 (PS - BI) states that Perceived

Security has a positive effect on Behavioral Intention. Perceived security is one of
the strongest factors in determining employees' willingness to use digital services
[12], [13]. In addition, H7 (PS = PU) states that perceived security has a positive
effect on perceived usefulness [12], [13]. A sense of security in using the system
makes users tend to view the system as useful [8].
Hypothesis H8 (Bl = AU) states that Behavioral Intention has a positive effect on
Actual Usage. In the TAM model [7], it is stated that user intention is a direct
predictor of actual usage of a system because it reflects an individual's readiness to
take concrete action [7]. This finding was then reinforced and developed in the
UTAUT study by Venkatesh et al. [9].

C. Research Method
The stages in this research are arranged systematically as shown in Figure 2.

Identify Factors

and Develop
Model

Data Processing
and Analysis

Data Collection

Literatur Study

Figure 2. Research Stages

C.1. Literature Study

A literature study was conducted to identify factors that influence MFA
adoption based on technology adoption theory and information system security.
The results of the literature review were used as the basis for developing a
conceptual model and formulating research variables.

C.2. Identify Factors and Develop Model

Based on the results of the literature review, this study identified seven main
constructs that influence MFA adoption, namely PU and PEOU (TAM), SI and FC
(UTAUT), PS (system security), and BI and AU as variables that influence users'
willingness to use MFA

C.3. Data Collection
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Data collection was conducted through a survey using a closed questionnaire
with a 5-point Likert scale. Respondents consisted of LNSW employees and vendor
teams who had used the MFA feature on the INSW System at least once in the past
month. Respondents were selected using purposive sampling, involving functional
roles related to information system development and operations.

C.4. Data Processing and Analyzing

Data analysis was performed using the Partial Least Squares Structural
Equation Modeling (PLS-SEM) method with the assistance of SmartPLS software.
Outer model evaluation was conducted to assess construct reliability and validity
through outer loading values, Cronbach's Alpha, Composite Reliability (CR), and
Average Variance Extracted (AVE), as well as discriminant validity using the
Fornell-Larcker criteria [14], [15], [16].

Furthermore, the inner model was tested to analyze the relationship between
constructs and hypothesis testing using the bootstrapping technique, including
testing the direct and indirect effects on the BI construct [16].

D. Result
This section explains the research results, which consist of research
respondent data and research data processing using PLS SEM.

D.1. Respondent Demographics and Behaviours
The following table presents the demographic details of the research
respondents:
Table 1. Respondent Demographics
No of

Category Sub- Category Participants Percentage
Team Origin Vendor Team 62 62%
ca & Internal LNSW Team 38 38%
Gender Male 94 94%
Female 6 6%
Programmer 5 13%
Infrastructure and Information Security Team 10 26%
PMO/Governance Team 1 3%
Roles Operations Team 12 32%
System Analyst 4 11%
Call Center/ Service Desk 3 8%
Planning/IT Architect Team 3 8%

Based on the demographic information of the respondents, 100 participants
were involved in this study, consisting of 62 respondents (62%) from the vendor
team and 38 respondents (38%) from the internal IT team. The majority of
respondents are male (94%), while only 6% are female. Most respondents were
operations teams (32%), followed by infrastructure and information security teams
(26%), programmers (13%), system analyst (11%), call center and IT planning/
architectural teams (8%), and PMO/Governance Team (8%). Table 2 illustrates the
behavior details of the participants in the study
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Table 2. Respondent Behaviors

Behavior No of Participants Percentage

< 3 times 28 28%

Login frequency (per week) > 10 times 28 28%
3to 5 times 34 34%

5to 10 times 10 10%

Tools Authenticator 51 51%

Most used feature OTP 7 7%
PassKeys 42 42%

Based on behavior, the most respondents logged in during the week, between
3to 5 times. Meanwhile, at least respondents log in 5 to 10 times a week. In addition,
as many as 51% of respondents most often use Authenticator Tools such as Google
Authenticator, Microsoft Authenticator, and the least use email OTP, which is 7%.
This data is sufficient to present an overview of the respondents' backgrounds and
behaviors regarding MFA usage within LNSW.

D.2. Measurement Model Assessment

The next step is to conduct an analysis by evaluating the measurement model.
This evaluation consists of three aspects, namely discriminant validity, convergent
validity, and internal consistency. [20].

Discriminant Validity

Discriminant validity is used to see whether one construct differs from
another. This study uses the Fornell-Larcker criteria, which is one of the most
widely accepted approaches in PLS-SEM analysis, particularly for exploratory
research [21] [22]. Table 3 shows the results of Fornell Larcker.

Table 3. Discriminant Validity Fornell Larcker

AU BI FC PEOU PS PU SI
AU 0.840
BI 0.760 0.919
FC 0.746 0.680 0.827
PEOU 0.668 0.621 0.749 0.821
PS 0.600 0.620 0.667 0.464 0.867
PU 0.579 0.750 0.734 0.546 0.695 0.861
SI 0.689 0.760 0.711 0.563 0.571 0.716 0.897

Indicator and Convergent Validity

Convergent validity is used to see whether each construct correlates with one
another [23]. Convergent validity was evaluated using the Average Variance
Extracted (AVE), with a threshold value of 0.500 [23]. The results of the analysis
using smartPLS show that all constructs have met the required AVE threshold, as
shown in Table 4.

Table 4. Validity And Reliability Testing

Composite Reliability AVE
(rho_c)

PU1 0.855 0.883 0.919 0.741

Indicator Loading Cronbach's Alpha
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Composite Reliability

Indicator Loading Cronbach's Alpha (rho_c) AVE
PU2 0.851
PU3 0.810
PU4 0.923
PEOU1 0.729
PEOU2 0.912
PEOU3 0.782 0.838 0.896 0.674
PEOU4 0.848
SI1 0.925
I3 0.870 0.762 0.892 0.805
FC1 0.761
FC2 0.797
FC3 0.836 0.846 0.896 0.684
FC4 0.908
PS1 0.857
PS3 0.871 0.840 0.901 0.751
PS4 0.872
BI1 0.927
BI3 0.911 0.817 0.916 0.845
AU1 0.801
AU2 0.801 0.793 0.878 0.706
AU3 0.913

Table 4 shows that all constructs have values above 0.500, which means that
all constructs are valid. However, three indicators were removed from the model,
the first is SIZ due to a loading value below the 0.700 threshold. The other two
indicators are PS2 (0.952) and BI2 (0.958), which indicate redundancy within the
measurement model [23], [24].

Internal Consistency/Reliability Testing

Internal consistency between indicators is measured using Cronbach's Alpha
(Alpha) and Composite Reliability (CR) methods [23]. The results in Table 4 show
that all constructs have met the required internal consistency criteria, with
Cronbach's Alpha and Composite Reliability going beyond the 0.700 threshold [20],
[25], [26].

D.3. Structural Model Assessment

The structural model was evaluated using the coefficient of determination
(R?), effect size (f*), and path coefficients through a bootstrapping procedure in
SmartPLS [21]. Table 5 shows that BI (R? = 0.700) has the largest proportion of
variance. This indicates that Bl has strong explanatory power, while PU and AU have
moderate explanatory power.

Table 5. Coefficient Of Determination (R?)

Endogenous R? Interpretation
Construct
BI 0.700 70% of Bl is explained by PU, PEOU, SI, FC, and PS
PU 0.546 54.6% of PU is explained by PEOU and PS
AU 0.577 57.7% of AU is explained by BI

https://doi.org/10.33022/ijcs.v15i2.5091 2085


https://doi.org/10.33022/ijcs.v15i2.5091

The Indonesian Journal of Computer Science

Next is f2, which explains how much each exogenous construct contributes to
the endogenous construct [21]. Table 6 shows the relationship between each path
and its effect size.

Table 6. Effect Size (F?)

Path f2
PU - BI 0.116
PEOU — BI 0.083
PEOU - PU 0.140
SI - BI 0.211
FC - BI 0.008
PS — BI 0.025
PS - PU 0.548
BI - AU 1.366

Table 6 shows that PS has a strong influence on PU (f* = 0.548) and BI has a
significant influence on AU (f* = 1.366). The other relationships show small to
moderate effects. This indicates that the level of influence varies between
constructs.

E. Discussion

Based on the PLS-SEM analysis, six of the eight hypotheses were supported,
and two were not. The six supported hypotheses were H1, H2, H3, H4, H7, and H8.
Meanwhile, the two hypotheses that were not supported were H5 and H6. A
summary of the analysis results is shown in Table 7.

Table 7. Hypothesis Testing Results

Hypothesis Path Coofficient T statistics p-value Decision
H1 0.323 1.802 0.072 Supported
H2 0.240 2.525 0.012 Supported
H3 0.284 3.877 0.000 Supported
H4 0.393 2.814 0.005 Supported
H5 -0.101 0.630 0.529 Not Supported
Hé6 0.126 0.915 0.360 Not Supported
H7 0.563 7.443 0.000 Supported
H8 0.760 14.318 0.000 Supported

Hypothesis H1 (PU — BI) suggests that perceived usefulness has a positive but
weak influence on behavioral intention. This relationship is only significantata 10%
significance level, indicating that perceived usefulness is not a major factor in
shaping users' intentions to use MFA in the LNSW environment. This finding differs
from the research by Azhari et al [8], which states that perceived usefulness has a
significant effect on the intention to use biometric security technology in the context
of digital banking services in Indonesia. This is due to the difference in user context,
namely banking service users compared to employees in public sector
organizations.

Hypothesis H2 (PEOU - BI) shows that perceived ease of use has a positive
and significant effect on behavioral intention. This finding indicates that the easier
the MFA feature is to use, the higher the intention of LNSW employees to use it.
These results are in line with Azhari et al [8] and Siagian et al [12], who emphasize
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that ease of use is an important factor in encouraging MFA adoption, especially in
organizational environments that implement mandatory usage policies.

Hypothesis H3 (PEOU - PU) shows that perceived ease of use has a positive
and significant effect on perceived usefulness. This finding indicates that the easier
the MFA feature is to use, the greater the perception of LNSW employees regarding
the usefulness of MFA in supporting work activities. These results are in line with
the findings of Azhari et al [8] and Siagian et al [12].

Hypothesis H4 (SI - BI) shows that social influence has a positive and
significant effect on behavioral intention. This is in line with the research by
Venkatesh et al [9] and Al-Husari et al [17] that the implementation of MFA is often
driven by policy pressure within organizations. In the context of LNSW, the social
environment, particularly the direction and policies of leaders, plays an important
role in encouraging LNSW employees to use MFA. In public sector environments
such as LNSW, decisions to implement technology tend to be influenced by
organizational norms and the expectations of superiors rather than by personal
desires.

Hypothesis H5 (FC = BI) shows that facilitating conditions do not have a
significant effect on behavioral intention. This finding indicates that the availability
of supporting facilities such as devices and infrastructure, is not a major factor in
shaping LNSW employees' intention to use MFA. This result differs from the findings
of Venkatesh et al [9], who stated that facilitating conditions play an important role
in encouraging the intention to use technology. This difference can be explained by
the context of MFA implementation at LNSW, where the authentication process can
be carried out using authenticator tools and passkeys that have been installed on
employees' personal devices (mobile phones). This condition makes employees
consider supporting facilities as something that is already available and
commonplace, so that they are no longer a consideration in forming the intention to
use MFA.

Hypothesis H6 (PS = BI) shows that perceived security does not have a
significant effect on behavioral intention to use MFA in the LNSW environment. This
finding indicates that perceived security is not a major factor driving employees'
intention to use MFA.These results differ from the findings of Azhari et al [8] and
Siagian et al [12], which show that perceived security has a positive and significant
effect on the intention to use digital technology, particularly in the context of
financial services and digital payments, where user trust is a crucial factor in system
adoption. The difference in results in the LNSW context can be explained by the
characteristics of public sector organizations, where the use of MFA is mandatory
and established as institutional policy. In this context, employees tend to use MFA
not based on personal security perceptions, but rather because of organizational
obligations. hypothesis Hé6 is rejected.

Hypothesis H7 (PS = PU) shows that perceived security has a positive and
significant effect on perceived usefulness. This finding indicates that the higher the
perception of LNSW employees regarding the security of MFA, the higher their
perception of the usefulness of the system in supporting work activities. This result
is in line with the findings of Azhari et al [8], which show that the perception of
security in biometric authentication technology contributes to an increase in the
perception of system benefits.

https://doi.org/10.33022/ijcs.v15i2.5091 2087


https://doi.org/10.33022/ijcs.v15i2.5091

The Indonesian Journal of Computer Science

Hypothesis H8 (BI = AU) shows that behavioral intention has a positive and
significant effect on the actual usage of MFA at LNSW. This finding indicates that the
higher the intention of LNSW employees to use MFA, the more likely they are to
actually use the MFA feature in their daily work activities. This finding is consistent
with Davis and Azhari et al. research [7], [8], which states that behavioral intention
is a direct predictor of actual system usage because it reflects an individual's
readiness to act.

F. Implication and Limitation
F.1. Implication

This study offers two key implications, namely, theoretical and practical
implications. The theoretical implications of this study include, first, in the context
of MFA implementation in LNSW, the perceived usefulness (PU) arising from the
security aspect (PS) has a greater influence than the direct influence of the security
aspect on user behavioral intention (BI). Second, technology adoption theories using
TAM[7] and UTAUT [9] are still very relevant, particularly the Social Influence (SI)
construct, in explaining the application of MFA in the LNSW environment. Third, the
TAM model, especially the Behavioral Intention construct, remains relevant for
explaining technology adoption in information system security aspects, particularly
in MFA implementation. The practical implication of this research is that
organizations must provide a good understanding of the benefits of implementing
MFA, followed by the formulation of policies related to MFA adoption.

F.2. Limitation

This study has two main limitations. First, the number of respondents is
relatively limited, so the findings cannot be generalized broadly. Second, the scope
of the study is limited to the internal team of LNSW and related vendors, so further
research could be expanded to involve other government agencies to gain a more
comprehensive understanding.

G. Conclusion

This study identifies factors that influence the adoption of Multi-Factor
Authentication (MFA) by employees and vendors at LNSW. The results show that
perceived ease of use (PEOU) and social influence (SI) are the main determinants of
MFA usage intention, while perceived security (PS) plays an indirect role through
increased perceived usefulness (PU). In addition, intention to use (BI) was found to
be the main predictor of actual use (AU) of MFA.

These findings confirm that the TAM and UTAUT models are still relevant in
explaining the adoption of security technology in the public sector, particularly in
the context of MFA. Based on these results, LNSW is advised to improve employees'
understanding of the importance of implementing MFA, especially by emphasizing
the benefits gained in supporting work activities and system protection. This study
has limitations in terms of the number of respondents and the scope of the
organization, so further research is recommended to involve more stakeholders
across agencies to improve the generalization of the findings
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