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 Digital transformation has enhanced service delivery worldwide, yet local 

artisans in semi-urban communities experience limited market access, weak 
trust mechanisms, and the absence of secure digital platforms. This study 
addresses this gap by developing a secure freelance web-based system 
integrated with an AI-driven sentiment analysis model to support 
transparent artisan–client interactions. The objectives were to provide a 
centralized marketplace, enable secure transactions, and automate feedback 
interpretation for trust-building and informed decision-making. A mixed-
methods approach was employed, combining community survey data with 
system design and implementation using the MERN stack and a Python-
based sentiment analysis module (VADER and TextBlob), alongside security 
mechanisms such as JWT authentication, bcrypt hashing, and payment 
integration. Evaluation results achieved 99% sentiment-classification 
accuracy, 94% usability satisfaction, and a 99% security audit pass rate, 
demonstrating the platform’s effectiveness in improving accessibility, 
reliability, and digital inclusion. 
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A. Introduction 
Digital transformation continues to redefine how services are delivered and 

accessed globally, yet many artisanal communities in developing regions remain 
excluded from these technological advancements. Local artisans in semi-urban 
environments such as Akungba Akoko often rely on informal, unstructured, and 
inefficient methods of client acquisition, resulting in limited market visibility, 
unstable income, and a persistent gap in trust between service providers and 
consumers. These challenges are compounded by inconsistent pricing, the absence 
of standardised communication channels, and inadequate mechanisms for 
evaluating service quality, thereby restricting artisans’ economic growth and 
hindering clients’ ability to secure reliable services [4, 12]. 

Freelancing as a modern economic model has shown significant potential for 
bridging service gaps, offering flexible work structures, and expanding digital 
participation among skilled professionals [7]. However, mainstream freelancing 
platforms predominantly serve digital and remote-based skills, leaving service-
based artisans with minimal representation and weak accessibility to online 
marketplaces. In communities like Akungba Akoko, where informal craftsmanship 
forms a critical aspect of the local economy, the absence of a structured digital 
system exacerbates issues of service fragmentation, low customer trust, and 
inadequate protection against fraudulent interactions [1, 18]. 

Trust remains a central determinant of successful online service engagement. 
The inability of clients to authenticate artisans’ credibility or assess service history 
frequently results in dissatisfaction and reluctance to engage informal workers. 
Recent advances in artificial intelligence, particularly sentiment analysis, provide 
new opportunities for strengthening transparency by extracting behavioural 
insights from user-generated reviews and feedback [9, 20]. Sentiment analysis has 
been employed across e-commerce, digital marketplaces, and social platforms to 
classify opinion patterns and support informed decision-making, demonstrating 
high reliability in trust-driven ecosystems. Integrating sentiment analysis into an 
artisan-focused freelance system, therefore, presents a promising strategy for 
enhancing the evaluation of service quality and promoting accountability. 

To address these identified challenges, this study proposes the development 
of a secure freelance web platform incorporating an AI-driven sentiment analysis 
engine tailored for local artisans within the Akungba Akoko community. The 
platform leverages modern web technologies and security mechanisms to facilitate 
direct, transparent, and reliable interactions between clients and artisans. 
Furthermore, the system is designed to eliminate intermediaries, reduce service 
delays, support secure digital payments, and provide a validated review structure 
capable of detecting user sentiment in real time. 

The objectives of this study are to (i) examine the social, economic, and 
technological factors limiting artisans’ participation in digital marketplaces; (ii) 
design and implement a secure MERN-based freelance platform integrated with 
sentiment analysis for evaluating client feedback; and (iii) assess the system’s 
usability, security, reliability, and sentiment-classification performance using 
industry-standard evaluation metrics. This research ultimately aims to promote 
digital inclusion, enhance trust within artisan-client interactions, and provide a 
scalable solution adaptable to other underserved communities. Several studies 
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have examined digital entrepreneurship and freelance ecosystems, yet most 
existing platforms are primarily designed for global, digitally skilled professionals 
and do not address the needs of local artisans. As a result, artisans in semi-urban 
communities such as Akungba Akoko continue to struggle with limited digital 
exposure, lack of accessible online infrastructure, and the absence of platforms 
tailored to their service-based work. Existing systems also rely heavily on basic 
rating and review mechanisms that are prone to manipulation, offering little 
insight into the genuine sentiment or satisfaction level of users. Furthermore, 
many freelance platforms operate with inadequate security measures, exposing 
users to risks such as data breaches, identity theft, and financial fraud. These 
shortcomings have contributed to widespread distrust, low adoption rates, and 
inefficiencies in connecting artisans with potential clients. To overcome these 
challenges, there is a clear need for a secure, sentiment-driven freelance system 
that incorporates artificial intelligence for accurate feedback interpretation and 
utilizes multi-layered web security protocols to ensure safe and transparent 
interactions. Such a platform would support trust-building, enhance service 
reliability, and promote sustainable digital participation among artisans in 
Akungba Akoko. 
 
B. Literature Review 

Research on digital freelancing systems, service delivery platforms, and trust-
enhancing technologies has progressed through several developmental phases, 
beginning with traditional marketplace models and advancing into modern 
artificial intelligence-driven architectures. Each stage has contributed important 
insights into digital labour systems, yet gaps in security, trust management, and 
localised accessibility persist, especially for service-based artisans in developing 
communities. 

Traditional Marketplace and Service-Delivery Models 
Early studies on service delivery and artisan-to-client interactions primarily 

focused on informal markets and direct human networks. Scholars such as [3] 
examined how traditional artisan marketplaces relied heavily on word-of-mouth 
referrals, community relationships, and physical proximity. While effective in 
tightly knit communities, these systems lacked mechanisms for structured pricing, 
reliability assessment, and formal documentation, limiting their scalability and 
exposing clients to inconsistent service quality. Similarly, [14] and [27] described 
how informal service ecosystems often struggled with issues of distrust, absence of 
standardised communication channels, and inadequate customer feedback 
systems, all of which increased transactional uncertainty. Although these early 
frameworks highlighted the importance of interpersonal trust and local reputation, 
they were constrained by their inability to support large-scale coordination, real-
time accessibility, or secure digital record-keeping. 
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Digital Freelancing Platforms and E-Commerce Systems 
The limitations of traditional marketplaces prompted a shift toward digital 

freelancing and e-commerce platforms designed to improve accessibility and 
service coordination. Studies by [22] and [31] analyzed global platforms such as 
Upwork and Fiverr, noting that algorithmic matching, digital profiles, and online 
review systems significantly enhanced visibility for skilled workers. However, 
these mainstream platforms primarily cater to digital freelancers’ graphic 
designers, developers, writers, while service-based artisans remain underserved 
due to their localised, on-site work requirements. [19] Further showed that 
existing freelancing infrastructures often lack geolocation features, secure 
payment channels tailored to local economies, and mechanisms for verifying 
service quality in physical tasks. Research by [7] also highlighted issues of 
payment insecurity, identity fraud, and unreliable buyer–seller interactions within 
unregulated online marketplaces. These studies emphasise the need for localised 
systems that combine secure architecture with real-time trust evaluation. 

Machine Learning and Sentiment Analysis in Service Platforms 
Advancements in artificial intelligence introduced more adaptive and data-

driven approaches to evaluating service quality and consumer satisfaction. 
Sentiment analysis, in particular, has gained widespread adoption for classifying 
user reviews and monitoring behavioural patterns. [6] Demonstrated the 
effectiveness of lexicon-based and supervised models in extracting emotions from 
customer feedback, while [33] applied VADER and TextBlob for polarity detection 
in digital-marketplace reviews. These models have been shown to outperform 
traditional rating-only systems by capturing nuanced user sentiment and reducing 
review manipulation. Similarly, [18] employed machine learning classifiers to 
predict customer satisfaction trends in e-commerce platforms, demonstrating 
improved recommendation accuracy. Despite these advancements, many studies 
noted persistent challenges, including noisy review data, insufficient contextual 
understanding, and the difficulty of deploying advanced models in low-resource 
communities without strong digital infrastructure. 

Security Models and Trust Mechanisms in Web Applications 
A parallel body of research focuses on the security dimensions of online 

platforms, emphasising authentication, data protection, and secure transactions. 
[10] Established that weak authentication protocols and non-encrypted 
communication channels significantly increase the risk of identity theft and 
unauthorised access. Building on this, [4] advocated for the adoption of token-
based authentication, such as JWT and secure password-hashing schemes like 
bcrypt to minimise credential compromise. Researchers, including [28] and [12], 
also emphasised the importance of integrating secure payment gateways, multi-
level input validation, and database-level access controls to mitigate common 
vulnerabilities such as SQL injection, cross-site scripting (XSS), and man-in-the-
middle attacks. Although these models strengthened platform security, many 
existing systems lack combined frameworks that integrate secure architecture 
with AI-driven trust analytics, particularly in artisan-focused freelance 
environments where fraud and misrepresentation remain prevalent. 
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Integrated Digital-Trust Frameworks 
Recent contributions explore more holistic frameworks that incorporate 

behavioural modelling, sentiment interpretation, and real-time security 
monitoring. For instance, [17] proposed a hybrid trust model integrating user-
behaviour analytics and deep-learning classifiers to detect fraudulent activity in 
online marketplaces. Similarly, [24] employed neural-network models to evaluate 
customer sentiment alongside transactional behaviour, enhancing the robustness 
of service-quality assessment. Deep-learning approaches reviewed in [29] 
demonstrate significant potential in automating feature extraction, capturing 
complex patterns, and improving classification accuracy in user-generated content. 
Although promising, these systems remain computationally intensive, require 
large annotated datasets, and are often implemented in high-resource 
environments, limiting their adoption in underserved communities. 

Summary and Gap Identification 
While substantial progress has been made in digital freelancing, sentiment 

analysis, and secure web-platform design, several gaps persist. Traditional service 
systems lack scalability and trust mechanisms; mainstream freelancing platforms 
overlook local artisans; existing AI models suffer from context limitations; and 
many security frameworks do not integrate behavioural analytics for trust 
evaluation. Most notably, very few studies present a unified system that combines 
secure web architecture, localised digital marketplace design, and AI-driven 
sentiment analysis specifically tailored for artisans in semi-urban African 
communities. To bridge these gaps, this study develops a secure MERN-based 
freelance platform integrated with sentiment analysis, leveraging its strengths in 
nonlinear evaluation, real-time behaviour interpretation, and adaptive learning. 
This approach aims to provide a more reliable, scalable, and context-appropriate 
model for connecting artisans and clients while enhancing transparency, trust, and 
digital inclusion. 

C. Research Method 
Research Methodology This study employs a hybrid methodology combining 

the Software Development Life Cycle (SDLC) with Scrum Agile practices to develop 
a secure freelance web-based platform integrated with an ML-driven sentiment 
analysis engine. To achieve the research objectives, the methodological processes 
were structured into four major phases: Data Acquisition, Pre-processing, 
Modelling, and Evaluation. The overall workflow and system architecture are 
illustrated in Figures 1 and 2, respectively. 
 
Data Acquisition 

The first phase involved gathering relevant user and feedback data required for 
developing and training the sentiment analysis model, as well as informing the 
platform's design. Data were collected using a structured questionnaire and 
community-wide survey designed to capture artisan profiles, client needs, and 
service-related feedback. Respondents included over 2,000 participants 
comprising students, residents, and artisans in Akungba Akoko, selected 
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purposefully as this community represents a semi-urban environment with a 
vibrant artisan economy. The survey captured variables such as: 

1. Demographic details (e.g., age, gender, location) 
2. Service challenges (e.g., difficulties in locating artisans, trust in work 

quality) 
3. Artisan perspectives (e.g., interest in digital platforms, reliance on 

middlemen) 
4. Client feedback samples (e.g., reviews on service delivery, satisfaction 

levels) 

A total of 2,000+ valid responses were obtained and imported into Python and 
Excel for preprocessing. A representative sample of the raw dataset is shown in 
Figure 3.  

 
Figure 1. System Architecture 

 

 
Figure 2. Sample of Raw Survey Responses 

Pre-processing  
User feedback and survey data typically contain inconsistencies such as 

unstructured text, categorical responses, noise, and non-numeric formats. To 
ensure quality input for the sentiment analysis model and platform database, data 
preprocessing was performed through the following steps: a) Label Encoding 
Categorical responses (e.g., sentiment labels like "positive," and "negative,") were 
transformed into numerical values to enable computation within the model. Since 
machine learning algorithms operate on numeric data, this conversion ensures all 
qualitative feedback is machine-interpretable. b) Feature Scaling Encoded 
variables were normalised using min-max scaling to a uniform range [0, 1] to 
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prevent attributes with large numerical ranges from dominating the learning 
process. This enhances convergence and model stability. Preprocessing Workflow 
Steps 

1. Import the raw dataset 
2. Convert categorical responses to numerical weights 
3. Generate labels for each sample 
4. Inspect the dataset for missing or inconsistent values 
5. Split the cleaned dataset into training and testing subsets 

A sample of the numerically transformed dataset is presented in Figure 4.  
 

 
Figure 3. Numerical Conversion of Dataset 

Modelling (Sentiment Model Development)  
The modelling phase involved building a sentiment analysis engine 

integrated with the web platform, utilising a three-tier architecture. The sentiment 
model was selected due to its ability to comprehend and represent intricate and 
non-linear patterns in user feedback. Additionally, the web framework stands out 
for its robust computational analysis capabilities, making it one of the most 
efficient approaches for delivering secure, real-time services. The web platform 
uses the MERN stack for the frontend (React.js), backend (Node.js/Express.js), and 
database (MongoDB/MySQL), with Python for sentiment processing. Security 
features include JWT authentication, bcrypt hashing, and Paystack integration 

 
Training and Testing 

This is the process of dividing the data into two, where one group represents 
the training set and the other represents the test set. For this research work, the 
dataset is split into: 

1. 80% for training, and 20% for testing 
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Figure 4. Preprocessed dataset split into training/testing (80/20) 

The training set was used to fit the sentiment model, while the test set 
measured how well the model generalised to unseen data.  

Evaluation Metrics and Results 
The performance of the sentiment model and platform was assessed using 

standard metrics: accuracy, precision, recall, F1-score, and error rate, along with 
usability and security audits. Two evaluation experiments were performed: 

1. Full epoch training evaluation 
2. 5-fold cross-validation 

 
Figure 5. Classification Report and Confusion Matrix 

 
D. Result and Discussion 

This section presents the development and implementation of the proposed 
secure freelance web application integrated with sentiment analysis for local 
artisans in Akungba Akoko. The system was designed to address challenges related 
to artisan visibility, client trust, secure transactions, and efficient service matching. 
Following the system architecture presented in Figure 1, the implementation 
focuses on functional modules, user interaction interfaces, security mechanisms, 
and evaluation outputs that demonstrate the effectiveness of the system. 
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User Authentication and Access Control 
The system implements a secure authentication and authorisation 

mechanism to regulate access to platform resources. Users are required to register 
either as artisans or clients before gaining access to system functionalities. 
Authentication is handled using JSON Web Tokens (JWT), while user passwords 
are securely hashed using bcrypt to prevent unauthorised access and credential 
compromise. Role-based access control ensures that artisans and clients are 
granted permissions appropriate to their respective activities. 
 

 
Figure 6. User Registration and Login Interface 

 

Artisan Dashboard and Profile Management 
Upon successful authentication, artisans are granted access to a 

personalised dashboard where they can create and manage their professional 
profiles. This module enables artisans to list their skills, service categories, pricing 
information, availability status, and contact details. The dashboard also allows 
artisans to view service requests and manage ongoing engagements. This 
structured presentation enhances artisans’ online visibility and enables clients to 
make informed service selections. 

 
Figure 7. Artisan Dashboard and Profile Management Interface. 

 
Client Search and Service Request Module 

The client module enables users to search for artisans based on service type 
and location. Clients can browse artisan profiles, review sentiment-based ratings, 
and submit service requests directly through the platform. This module eliminates 
the traditional reliance on word-of-mouth referrals and reduces the time and 
uncertainty involved in locating reliable artisans. 
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Figure 4. Client Search and Artisan Listing Interface. 

 
Service Booking and Engagement Process 

Once an artisan is selected, clients can initiate a service booking by 
submitting detailed service requests. The booking module facilitates transparent 
communication between clients and artisans, ensuring clarity in service 
expectations and timelines. This structured engagement process improves service 
delivery efficiency and accountability. 

 

 
Figure 5. Service Request and Booking Interface 

 

Secure Payment Integration 
To ensure financial security and transparency, the system integrates the 

Paystack payment gateway for online transactions. This module allows clients to 
make payments securely, reducing the risks associated with cash handling and 
fraudulent practices. Transaction records are securely stored, providing 
traceability and supporting dispute resolution when necessary. 

 

 
Figure 8. Secure Payment Processing Interface 
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Sentiment Analysis and Review System 
The sentiment analysis module processes client feedback using VADER and 

TextBlob algorithms to classify reviews as positive, neutral, or negative. Unlike 
conventional rating systems, this approach captures the emotional tone of reviews, 
reducing manipulation and improving trust. Sentiment scores are displayed on 
artisan profiles, assisting prospective clients in making informed decisions. 
 

 
Figure 9. Sentiment Analysis Output on User Reviews 

 

Database Design and Management 
The system database was designed to efficiently store, manage, and retrieve 

information related to users, services, transactions, reviews, and sentiment 
analysis results. MongoDB was adopted as the primary database management 
system due to its flexibility, scalability, and suitability for handling unstructured 
and semi-structured data generated by web applications. The database structure 
supports separate collections for artisans, clients, service requests, payments, and 
user feedback, ensuring logical data organization and integrity.  The database 
management component enables real-time data access for system operations such 
as authentication, service booking, payment processing, and sentiment analysis. By 
enforcing structured schemas and validation rules, the system maintains data 
consistency while allowing seamless integration with the application layer. This 
design enhances system performance, supports secure data handling, and ensures 
long-term maintainability. 

 

Figure 10. Database Structure and Data Management Interface 
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System Evaluation 
The effectiveness of the developed system was evaluated using 

performance, usability, and security metrics. The sentiment analysis model 
achieved an accuracy of 99%, a precision of 99%, a recall of 100%, and an F1-score 
of 99.5%, indicating reliable classification of user feedback. Usability evaluation 
conducted through user surveys produced a satisfaction score of 94%, reflecting 
positive user experience and ease of navigation. Security testing recorded a 99% 
audit pass rate, confirming the robustness of the authentication, payment, and data 
protection mechanisms. 
 

 
Figure 11. Model Evaluation Performance Summary 

 
E. Conclusion 

This study presented the design and implementation of a secure freelance web 
application integrated with sentiment analysis to support local artisans. The 
findings confirm that combining artificial intelligence–driven sentiment evaluation 
with robust web security mechanisms enhances trust, transparency, and efficiency 
in artisan–client interactions. By converting user feedback into structured 
sentiment insights, the system provides a reliable means for assessing service 
quality beyond conventional rating mechanisms. The proposed platform 
demonstrated strong performance across key evaluation metrics, including 
sentiment classification accuracy, usability, and security compliance. These results 
indicate that the system is technically sound and suitable for real-world 
deployment, particularly within semi-urban communities where artisans often 
lack access to structured digital marketplaces. Overall, the study contributes a 
practical and replicable model for promoting digital inclusion and secure service-
based freelancing. 
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