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Protecting sensitive data, like passwords and financial information in the 
cyber-world, is becoming a critical challenge day by day. Attackers use 
various smart ways to exploit the mistakes of internet users. Phishing is one 
of the most important types of cyber-attack. Researchers have proposed 
various phishing detection and identification techniques in the last decade 
against the phishing attacks. However, many state-of-the-art techniques have 
shortcomings in terms of accuracy and time complexity. But they also have 
major issues of the high runtime overhead. On the other hand, the simple 
techniques with low time-complexity have issue of the accuracy because 
these simple techniques have high false alarm rate. To resolve these issues, 
this study proposed a novel hybrid-deep-learning algorithm with 3 variants 
to address these high time-complexity and low accuracy issues. A novel 
hybrid deep learning model based on Convolutional Neural Network (CNN)-
(Bi-GRU) is proposed to classify a web-page phishing or legitimate. To 
validate the proposed hybrid model with various variants, extensive 
experiments have been conducted on various benchmark datasets. The 
experimental results have proved the validity of the proposed model as 
compared to state-of-the-art techniques in terms of identifying the phishing 
webpages accurately in comparatively less time. 
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A. Introduction 
Phishing has become a real threat in online web activities in the past few 

years. Especially in the online transactions and banking sector, it is considered as 
the most crucial cyber-attack [1]. Due to increase in the e-commerce business and 
online activities during the last 2 years pandemic, the frequency of online 
transactions has also been increased [2]. Thus, the risk of phishing has also 
increased due to these high frequency of online financial transactions activities. 
During last few years, the phishing kits have become the best seller product in the 
dark web market [3].  According to the report of Anti-Phishing Working Group 
(APWG), cyber-attacks especially phishing attacks have been increased drastically 
in last 5 years from 10 percent to 80 percent [4]. Just in the last 5 months of 2020, 
0.2 million phishing websites have been detected by APWG which shows the 
seriousness of this issue. Previously, URL was the most common way to detect the 
phishing websites [4-8]. As this threat became more eminent, the techniques to 
detect the phishing webpages have also increased. Now, based on the various 
approaches to detect phishing, it can be classified in various categories as: URL 
based approaches [8], page-content based approaches [9], list-based approaches 
[10, 11], images-based approaches [10, 12], and  hybrid approaches [6, 13]. 
Phishing attacks, a prevalent form of cybercrime, present substantial risks to user 
privacy and security. These attacks can be carried out through various 
communication channels, making them a versatile threat. Phishing attacks can be 
described as network-based attacks that combine social engineering and computer 
technology. The primary goal of such attacks is to deceive individuals and 
organizations into disclosing sensitive information, including usernames, 
passwords, social security numbers, and bank account details, thereby 
compromising their personal and financial security [14]. 

In addition, phishers employ diverse tactics, such as phishing emails, URLs, 
text messages, and phone calls, to deceive victims into providing sensitive 
information by closely mimicking legitimate content [15]. Nevertheless, the 
primary objective of phishers during their attacks is to carry out malicious 
activities, including selling the victim's personal information to third parties, 
seeking financial gain, and exploiting vulnerabilities within systems [16]. The rapid 
advancement of communication technologies and global networks has led to an 
increase in cyber-attacks, including phishing. Consequently, phishing attacks have 
become a significant concern for researchers. A report on phishing activity trends 
in the fourth quarter of 2020 reveals a continued growth in the number of 
observed phishing attacks throughout the year. Notable examples of frequently 
encountered phishing attacks in 2020 include the Amazon Prime Day phishing 
attack and the Google Docs Invitation phishing scheme [15]. Phishing attacks are a 
major security concern and pose a significant threat to online users, consistently 
ranking among the top security threats. Phishers utilize a range of techniques to 
deceive victims into providing personal information. Extensive investigations have 
been carried out to Fight phishing, focusing on identifying characteristics 
employed by attackers, such as analyzing website URLs, content, and source code. 
However, one of the techniques commonly used in phishing attacks is the creation 
of deceptive URLs that mimic legitimate ones, tricking users into divulging 
sensitive information [16].  
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The presence of phishing URLs poses significant risks when loaded by web 
browsers, including potential threats such as drive-by downloads and crypto 
jacking attacks. Therefore, it is very  importance to rank the early identification 
and prevention of phishing URLs to effectively protect against such malicious 
attacks [17]. Due to the dynamic nature of URLs, conventional detection methods 
struggle to identify newly created URLs effectively. Machine learning approaches 
offer a solution by extracting features from gathered data and establishing 
relationships among them, using classification techniques to categorize URLs as 
either legitimate or phishing. However, achieving high accuracy in phishing 
detection continues to pose a challenge [18]. The advancement of machine learning 
approaches has introduced a range of techniques for detecting phishing attacks 
across different channels, including spoofed pages, phishing emails, and fake URLs. 
Machine learning techniques employed in phishing detection primarily involve 
supervised classification algorithms, which utilize labeled datasets to train the 
model and classify data effectively [14].  

This study is motivated by the significant rise in website phishing attacks, 
which present a severe threat to the privacy and security of our online 
information. In response, machine learning approaches have been developed to 
mitigate the risk of phishing attacks. Several researchers have proposed machine 
learning techniques that demonstrate high accuracy in detecting and classifying 
website phishing, particularly when the features used are suitable. Commonly 
employed supervised algorithms include neural networks, linear regression, 
decision trees, random forests, support vector machines, and k-nearest neighbors. 

The main objective of this study is to contract hybrid deep Learning algorithms 
CNN-BiGRU to identify and detect web-pages phishing based on page contents. 
This study focuses on detecting and preventing web-pages phishing based on page 
contents that implemented deep learning algorithms-based CNN-BiGRU. The main 
contribution of this paper as given below: 

• To investigate feature-set based on the text content, HTML tags, CSS, text 
format.  

• To identify the most influential hyper parameters (such as the number of 
hidden layers in the neural networks (NN), learning rate, number of 
neurons (units) in each layer, number of epochs, dropout rate, batch size) 
during training of CNN.  

• To propose a phishing detection deep learning algorithm based on a 
Convolutional Neural Network (CNN) with the bidirectional Gated 
Recurrent Unit (Bi-GRU).  

• Compared with the state-of-the-art CNN and ensemble method such as 
LSTM.  

This paper further contains four sections. The related work is explained in 
Section B. While the training model and proposed methodology is explained in 
Section C. The findings and analyses are presented in Section D, and the 
conclusions and recommendations are presented in Section E. 
 
B. Related Work 

Phishing attack is a critical security issue that threatens intent users, where 
phisher attempts to take use of the user’s vulnerability and that is too difficult to 
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be mitigated, as result many of attempts that focusing on improving phishing 
detection systems. Machine Learning approach can handle the problem of phishing 
attacks by transforming the problem into a classification technique. Therefore, 
several works focused on improving the phishing detection using ML techniques 
with high accuracy performance. This section presents various ML techniques that 
are used to help to improve the detection of web phishing attacks.   

In [18], this study focuses on constructing a machine learning model to 
effectively handle phishing URLs. The author implemented various machine 
learning algorithms, including Random Forest, Decision Tree, Linear Model, and 
Neural Network, using a dataset collected from multiple sources such as Phish 
Tank and Miller Smiles. The dataset consisted of 2,456 websites with 30 extracted 
features. The performance of the applied algorithms was compared based on 
detection accuracy, true positive and true negative rates, and F-measures. The 
results revealed that the Random Forest classifier achieved the highest accuracy of 
95.70%, outperforming the Decision Tree, Linear Model, and Neural Network 
algorithms.  

In [19] this paper utilized convolutional neural network (CNN) with Phish-
tank and Common-Crawl datasets, achieving a 95.9% accuracy in detecting 
phishing attacks. Similarly  another paper in [20] employed Deep Reinforcement 
Learning on the Ebbu2017Phishing Dataset, resulting in a detection accuracy of 
90.2% for phishing attacks. Where [21] implemented Naive-Bayes algorithm using 
Phish-tank, Majestic, and Open Fish datasets, achieving a high accuracy of 96.01% 
in detecting phishing attempts. 

 Further [22] applied CNN on the UCI machine learning repository dataset, 
achieving a high accuracy rate of 97.29% in detecting phishing attacks. 
Furthermore in [23] this paper utilized Multilayer Perceptron (MLP) algorithm 
with datasets from Kaggle and the UCI machine learning repository, achieving a 
detection accuracy of 96.23% in identifying phishing attempts.  

Where else in [16] the author applied Character-level Convolutional Neural 
Network (CNN) using multiple datasets, including Open phish, techhelplist.com, 
Alexa, spamhaus.org, isc.sans.edu, and phish tank, resulting in an accuracy of 
95.12% in detecting phishing attacks. Another paper in [24] Employed Twin 
support vector machine classifier (TWSVM) with datasets from Phish-tank and 
Alexa, achieving a high accuracy rate of 98.11% in detecting phishing attacks. 
Although in [25] utilized Random Forest algorithm with NLP-based features and 
the Phish-tank dataset, achieving an accuracy of 97.12% in detecting phishing 
attempts. Additionally  in [26] this paper applied MLP algorithm  using the Kaggle 
dataset, achieving an impressive detection accuracy of 98.12% in identifying 
phishing attacks. 

However in  [27] this paper combined CNN with Recurrent Neural Network 
(RNN) using datasets from Open Phish, Alexa, and Phish-tank, achieving a 
detection accuracy of 97.23% in identifying phishing attempts. In the same way 
[28] combined CNN with Long Short Term Memory (LSTM) using datasets from 
Common-Crawl and Phish tank, achieving an accuracy of 93.32% in detecting 
phishing attacks.  

In  [29] the author presented a meta-heuristic approach designed to protect 
internet users from web phishing attacks. The approach utilized benchmark 
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databases, specifically the University of California Irvine and the University of 
Hudders field, containing a total of 13,756 records. The proposed approach 
involved several steps. Firstly, web features such as URLs, JavaScript code, HTML, 
page images, and webpage domain names were analyzed and ranked. Next, the 
most important ranked features were extracted to enhance the accuracy of 
detection. In the third step, a Random Forest classifier was applied using the 
selected subset of data features. Finally, the accuracy of the classifier was 
evaluated and found to achieve an impressive 96.33%.  

Further in [30] the authors implemented feature selection as an optimization 
technique to enhance the accuracy of the classifier. The experimental data for this 
study was collected from the UCI Machine Learning Repository, consisting of a 
total of 11,285 records, with 1,185 records considered legitimate and 10,100 
records identified as phishing. The first step involved applying several feature 
selection filter algorithms, namely Gain Ratio, Info Gain Ratio, One R Attribute, 
Relief Attribute, and Symmetric Uncertainty Attributes Evaluator. The outputs of 
these algorithms were analyzed to identify the most important features to be used 
in the classification phase. In the classification phase, the authors experimented 
with various classification algorithms, including Random Forest, K-NN, and 
Decision Tree, both with and without the proposed feature selection filters. The 
results indicated that the Random Forest classifier outperformed the others, 
achieving an impressive 99% accuracy after the implementation of the feature 
selection filters.  

Where else in [31] the author conducted a comprehensive analysis of various 
classification techniques, including Decision Tree, Random Forest, XGBOOST, 
Support Vector Machine, and Multilayer Perception, was conducted. The 
experiment utilized collected data consisting of legitimate and phishing URLs, with 
address bar, domain, and webpage dependency as the main features. The results 
demonstrated that the XGBOOST classifier outperformed the others, achieving a 
score of 86% in the train set and 85% in the test set.  

In [32], the authors investigated the efficacy of machine learning techniques in 
identifying phishing URLs. The dataset was collected from 12 different sources, 
including Phish Tank and Miller Smiles, and 30 URL features were extracted. These 
features were categorized into address bar, abnormal, JavaScript and HTML code, 
and domain features. The authors employed a wrapper-based feature selection 
technique that utilized URL metadata. Several classical classification machine 
learning techniques, such as K-NN, RF, DT, SVC linear, and one-class SVM, were 
implemented. The results indicated that the Random Forest classifier 
outperformed the other techniques, achieving an accuracy of approximately 
96.87% and being identified as the most suitable classifier for the task.  

In [33]  the author proposes the utilization of Extreme Machine Learning 
(ELM) for handling phishing attacks involving URLs. The primary objective of this 
study is to develop a real-time phishing detection system. ELM, which is a feed-
forward artificial neural network (ANN), is employed as a tool within machine 
learning. ELM comprises input, output, and hidden layers, effectively addressing 
the issue of overfitting. The experiment utilized 30 phishing URL features, 
including address bar, abnormal, JavaScript and HTML code, and domain features. 
The results demonstrated that ELM achieved an accuracy of 96.93%, 
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outperforming other implemented machine learning classification algorithms such 
as SVM. 

In [34]  the authors present a machine learning-based framework for handling 
phishing attacks on URLs. The framework utilizes a hybrid set of features derived 
from URL characteristics such as length, letter counts, numbers, and binary values, 
aiming to construct robust classifiers. Several machine learning classification 
algorithms were implemented, including k-Nearest Neighbors, Support Vector 
Machine, Decision Tree, Logistic Regression, Stochastic Gradient Descent, Random 
Forest, Gradient Boosting classifier, Adaptive Boosting, and Extreme Gradient 
Boosting. The results demonstrated that Adaptive Boosting achieved the highest 
accuracy, reaching an impressive 99.7%. 
 
C. Methods and Materials 

The increasing prevalence of website phishing attacks, posing serious risks to 
online privacy and security, has spurred motivation for this study. To address this 
challenge, machine learning approaches have been developed to mitigate the risks 
associated with phishing attacks. Numerous researchers have proposed machine 
learning techniques that exhibit remarkable accuracy in detecting and classifying 
website phishing, especially when utilizing appropriate features. The used machine 
learning model used in this study are given as: 
 
C.1. CNN Architecture  

A Convolutional Neural Network (CNN) is a type of deep learning architecture 
specifically designed for analyzing visual data such as images or videos. It has 
gained significant popularity and success in computer vision tasks due to its ability 
to automatically learn and extract meaningful features from the input data [35]. 
The basic building blocks of CNN include convolutional layers, pooling layers, and 
fully connected layers. Convolutional layers apply a set of learnable filters (also 
called kernels) to the input data. Each filter convolves over the input, performing 
element-wise multiplication and summation to generate a feature map. These 
filters are designed to detect specific patterns or features, such as edges or 
textures, at different spatial locations in the input [36]. Pooling layers are used to 
reduce the spatial dimensions of the feature maps while preserving the most 
relevant information. Common pooling operations include max pooling, where the 
maximum value within a small region is selected, or average pooling, where the 
average value is computed [35]. The fully connected layers are responsible for 
making predictions or classifications based on the learned features. They receive 
the flattened output from the previous layers and apply a set of weighted 
connections to generate the final output. Activation functions like Relu (Rectified 
Linear Unit) are commonly used in these layers to introduce non-linearity and 
enhance the network's representational power. In addition to these main 
components, CNNs may also incorporate other techniques such as dropout 
(randomly disabling some neurons during training) to prevent overfitting, batch 
normalization (normalizing the inputs of each layer to improve stability), and 
various optimization algorithms like stochastic gradient descent (SGD) to train the 
network [37]. Overall, the hierarchical structure of CNNs shown in Figure 1 allows 
them to automatically learn and extract increasingly complex and abstract features 
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from the input data, making them highly effective for tasks such as image 
classification, object detection, and image segmentation. 
 

 
Figure. 1: CNN Architecture detail 

 
The proposed algorithm of the CNN Model 

1. Start 

2. Create the object of Sequential class  

3. Add embedding layer with some parameters like maximum input length 

i.e.,30000, embedding value i.e., 32  

4. Add conv1d with 32 number of layers and window size or kernel size is 3 

5. Add max pool 1D with 2 layers  

6. Add Dropout 0.2  

7. Add fully connected dense layer with number of expected predicted classes 

and sigmoid activation function  

8. Compile the model with Adam optimizer and binary cross entropy loss 

function  

9. Fit the model on 50 epochs and 8 batch size 

10. End 

C.2 Bi-GRU Architecture  
In artificial recurrent neural networks, gated recurrent units (GRUs) are a 

gating mechanism that has been discovered to be like that of LSTM [38], as shown 
in Figure 2. On the other hand, GRUs have been proved to perform better on 
datasets of small to medium size. Word Net calculates the word embedding by 
concatenating the words in a tweet into a single vector using bi-directional GRU. 
The substitute is necessary to ensure that all tweets are the same length. The 
entire network (right and left directions) and equations for the GRU network are 
as follows.  
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Figure 2: Bi-GRU Architecture detail [39] 

 
C.3 Data Collection Phase 

In this study, the proposed technique will be implemented in two different 
URLs based phishing datasets which intend to be used for phishing detection 
systems that mainly use machine learning. Data is scraped from the URL’s publicly 
available on Kaggle and Mandalay. All three datasets consist of a collection of 
phishing websites as well as legitimate instances. Every website has countless 
features i.e., HTML file, CSS, Script, heading, text. These features represent whether 
the website is phishing or legitimate. HTML content from available URL’s were 
scraped. Inline CSS, scripts & text are also available in HTML content. HTML 
content is used as an input to ML process and labels are used as an output. The 
links to the dataset are given below:  

• Dataset 1: https://www.kaggle.com/datasets/shashwatwork/web-page-
phishing-detection-dataset  

• Dataset2:https://drive.google.com/file/d/1FA5xfxxIGettTBy7ua8t3NyKk7
DACL4/view?usp=sharing 

• Dataset 3: https://data.mendeley.com/datasets/n96ncsr5g4/1 

C.4 Data Preprocessing Phase 

In this phase, all datasets will be tested for any missing values, and it will be 
handled and filled using the “median” value of that column if the data type of the 
column is numeric and for non-numeric columns the missing value will be filled 
using “mode”, Null values and will be replaced by the “median” value of each 
attribute, duplicated values will be also removed. Furthermore, all columns will be 
examined for the categorical values using label encoding function that is used to 
convert categorical value to number.  

C.5 Phishing Web Page Detection by Using CNN-BiGRU 

A model with the name CNN-(Bi-GRU) is proposed whose architecture is 
shown in Figure 3. As shown in Fig. 3 that the word embedding of the web-page 
contents are given to the initial convolution layer as input. The output of the 
convolutional layer is pooled into a smaller dimension. This output is then used as 
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input in the Bi-GRU layer. The convolution layer from CNN will extract the features 
automatically and then the Bi-GRU layer will memorize the ordering of those 
extracted features which helps to learn about the ordering of the text of the 
webpage.  The most significant character information in a URL sequence is then 
captured with BiGRU-Attention. Finally, phishing detection will be taught into the 
classification models. Depicts the phishing detection procedure.   

Input processing: According to the data we gathered, collect the first 30000 

characters of HTML content, making all our model's inputs fixed length. As a result, 

if the HTML content has more than 30000 characters, the first 30000 characters 

are extracted and used as input data. Furthermore, if the character length is less 

than 30000, we are interpolated with a zero in front of it.  

Feature extraction: The input vector is embedded during feature extraction. 

Each character is represented by a vector that is linked to all other characters.  

Information representation: The top limit of this model is determined by 

features, which are data representations. The forward and backward position 

information representation of each character is obtained by BiGRU using the 

findings obtained from the embedding layer. HTML content also has CSS, Scripts, 

heading/text in it. BiGRU may determine a tags/content previous or next character 

position. Each tag or content is given a weight, with a higher weight being given to 

a more important character. Then, different weights might be assigned to similar 

legitimate websites and phishing attempts.  

Classification model: This model is used to group URLs together. To begin 

with, the model's loss function is the binary cross-entropy function. To update the 

parameters and optimize the model, the adaptive gradient descent approach is 

used. Finally, this model is evaluated using some indicators such as accuracy, 

precision, recall, and F1-score. The Web content representation information is 

considered in the BiGRU model. The forward and backward information of Web 

Content is considered in the information representation of characters since the 

characters within a HTML page are in order. Because most of the character 

information in a similar legal web pages and a phishing web page is identical and 

aesthetically similar, it's difficult to tell the difference between the two. To put it 

another way, it's difficult to create a clearly different representation based on the 

character sequence for two URLs with the same length but one different character. 

As a result, to detect phishing more effectively, this model assigns various weights 

to distinct characters. The proposed CNN-BIGRU, and CNN-LSTM models design 

are given in Figures 4 and 5. 
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Figure 3. CNN-Bi-GRU Framework 

 

 
Figure 4. CNN-LSTM Model Definition 

 

The proposed algorithm of CNN-LSTM model, 
1. Start 

2. Create the object of Sequential class  

3. Add embedding layer with some parameters like maximum input length i.e.,30000, 

embedding value i.e., 32 

4. Add conv1d with 32 number of layers and window size or kernel size is 3  

5. Add max pool 1D with 2 layers  

6. Add LSTM layer with 64 hidden unit cells 

7. Add Dropout 0.2  

8. Add fully connected dense layer with number of expected predicted classes and 

sigmoid activation function  

9. Compile the model with Adam optimizer and binary cross entropy loss function  

10. Fit the model on 50 epochs and 8 batch sizes. 

11. End  
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Figure 5. CNN- BiGRU Model Definition 

 

The proposed algorithm of CNN-BiGRU model, 
1. Start 
2. Create the object of Sequential class  
3. Add embedding layer with some parameters like maximum input length i.e.,30000, 

embedding value i.e., 38  
4. Add conv1d with 32 number of layers and window size or kernel size is 3  
5. Add max pool 1D with 2 layers 
6. Add Dropout 0.25 • Add BiGRU layer with hidden unit cell 60  
7. Add fully connected dense layer with number of expected predicted classes and 

sigmoid activation function 
8. Compile the model with Adam optimizer and binary cross entropy loss function  
9. Fit the model on 50 epochs and 8 batch size. 
10. End  

 

D. Evaluation Parameters 
To check the performance of used model various parameters are used in this 

paper.  The efficiency of the proposed study is analysis and verifications of the 
performance of the suggested models are done using the following parameters. 

D.1 Recall 

Recall is the total number of positive values that were successfully detected is 
added together, and recall is computed by dividing that number by the total 
number of true positive and false negative values. "True Positive Rate" 
measurements refer to positive components that can be precisely detected. Cases 
with a high recall rate had the correct results. 
 

                                      Recall =              
(1) 
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D.2 Precision 

Precision is calculated by dividing the sum of true positives and false positives 
by the total number for correctly detected values. 

 

  

                                       Precision=                                 (2) 

D.3 F1-Score 

To calculate F-Score, recall & precision are utilized, as shown below: 
 

                                      F-Score =                
(3) 

D.4 Accuracy  

Accuracy reveals how confidently the model can distinguish between negative 
and positive classifications. It is calculable as follows: 

 

                                     Accuracy =               
(4)                

 

Here, the abbreviations TP, TN, FP, and FN stand for True Positive, True 
Negative, False Positive, and False Negative, respectively. In this study, mobile cost 
prediction datasets are used to evaluate the effectiveness of the proposed machine 
learning classifiers. The effectiveness of the suggested models is evaluated using 
accuracy, loss, precision, f-measure, and recall. The models employed both testing 
and training data. An 80:20 split was used to separate the data into testing and 
training groups. 

E. Results and Discussions 

This study investigates feature-set based on the text content, HTML tags, CSS, 

text format. A phishing detection deep learning algorithm based on a Convolutional 

Neural Network (CNN) with the bidirectional Gated Recurrent Unit (Bi-GRU) is 

used to identify most influential hyper parameters (such as the number of hidden 

layers in the neural networks (NN), learning rate, number of neurons (units) in 

each layer, number of epochs, dropout rate, batch size) during training of CNN. 

Therefore, in this section the result of this experiment is reported with respect to 

performance measures Accuracy (ACC), precision, recall, True Positive, False 

Positive, True negative and False negative. The proposed technique is first 

compared with other stat of art techniques that frequently used in classifying the 

phishing website second with other ML techniques that proposed by recent studies 

in URLs phishing detection. 

E.1 Datasets Description  

The given table 1 provided information about three different datasets.  In 
dataset 1, scrape data from phishing URL’s datasets publicly available on Kaggle. In 
this dataset 449 rows are from phishing web-content and 620 are from legitimate 
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web-content. 20% of data are used as test data and 80% are used for train data. 
10% of the train data has been selected for validation data. In dataset 2, scrape 
data from phishing URL’s datasets publicly available on Kaggle. In this dataset 
4691 rows are from phishing web-content and 4770 are form legitimate web-
content. 20% of data are used as test data and 80% are used for train data. 10% of 
the train data has been selected for validation data. In Dataset 3, scrape data from 
phishing URL’s datasets publicly available on Kaggle. In this dataset 36789 rows 
are from phishing web-content and 37124 are from legitimate web-content. 20% 
of data are used as test data and 80% are used for train data. 10% of the train data 
has been selected for validation data. 
 

Table 1. Datasets Description 
Dataset Source  Phishing 

Instances  
Legitimate 
Instances  

Total 
Instances  

Train 
Data  

Test 
Data  

Validation 
Data 

Dataset 1  Kaggle 449 620 1069 769 214 86 
Dataset 2  Kaggle 4691 4770 9461 6811 1893 757 
Dataset 3 Mandala 36789 37124 73913 53218 14782 5913 

E.2 Evaluation Performance on Dataset 1 

Table 2 provided the performance metrics of various models trained and 
evaluated on a specific task. The metrics include the number of epochs, train loss, 
train accuracy, test loss, and test accuracy on dataset 1. In the given table, three 
models are evaluated: CNN, CNN-LSTM, and CNN-BiGRU. Each model is trained for 
50 epochs. The results show the respective train loss, train accuracy, test loss, and 
test accuracy for each model. For the CNN model, after 50 epochs, the train loss is 
4.65, indicating a relatively low training error. The train accuracy is 98.29%, 
suggesting that the model achieves high accuracy on the training dataset. However, 
on the test dataset, the model exhibits a higher test loss of 60.45 and a test 
accuracy of 89.06%. The CNN-LSTM model, also trained for 50 epochs, displays a 
significantly higher train loss of 9.97 and train accuracy of 9.97%. These values 
suggest that the model struggles to fit the training data effectively. However, on the 
test dataset, it performed much better, with a lower test loss of 5.71 and a test 
accuracy of 98.12%. Similarly, the CNN-BiGRU model demonstrates a train loss of 
9.04 and a train accuracy of 97.01% on 50 epoch. It performs slightly better than 
the CNN-LSTM model on the training data. On the test dataset, the CNN-BiGRU 
model achieves a test loss of 5.72 and a test accuracy of 98.16%. These results 
indicate that the CNN-BiGRU model outperforms both the CNN and CNN-LSTM 
models in terms of test accuracy, while the CNN model performs relatively poorly 
on the test dataset compared to the other two models. The differences in train and 
test performance among the models highlight their respective abilities to 
generalize and make accurate predictions on unseen data.  Figure 6. Show the 
validation accuracy and loss of used models on Dataset 1. 
 

Table 2 Comparison of models used on Dataset 1 
Models Epochs Train Loss Train Accuracy Test Loss Test Accuracy 

CNN 50 4.65 98.29 60.45 89.06 
CNN-LSTM 50 9.97 9.97 5.71 98.12 
CNN-BiGRU 50 9.04 97.01 5.72 98.16 
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Table 3 presents performance metrics of different models to identify and 
detect web-pages phishing based on page contents on dataset 1. The metrics 
include precision, recall, accuracy, F1-score, and AUC score.  In the given table, 4 
three models (CNN, CNN-LSTM, and CNN-BiGRU) are evaluated based on these 
metrics. Each model's performance is measured in terms of precision, recall, 
accuracy, F1-score, and AUC score. For the CNN model, the precision is 89.21%, 
indicating that 89.21% of the instances predicted as positive were correctly 
classified. The recall is 89.06%, indicating that 89.06% of the actual positive 
instances were correctly identified. The accuracy and F1-score are both 89.06%, 
indicating that the model achieved an overall accuracy of 89.06% and a balanced 
performance considering both precision and recall. The AUC score is 95.7, 
indicating a relatively high ability to discriminate between positive and negative 
instances. The CNN-LSTM and CNN-BiGRU models both display higher precision, 
recall, accuracy, F1-score, and AUC scores compared to the CNN model. For both 
models, the precision, recall, accuracy, F1-score, and AUC score are around 98% or 
higher, indicating excellent performance across these metrics. These results 
suggest that both the CNN-LSTM and CNN-BiGRU models outperform the CNN 
model in terms of precision, recall, accuracy, F1-score, and AUC score. They 
demonstrate superior abilities to correctly identify positive instances, achieve high 
overall accuracy, and effectively discriminate between positive and negative 
instances. Figure 7, Comparative Analysis Classification Report on Dataset 1. 
 

 

 
Figure 6. Validation Accuracy and Loss of used models on Dataset 1 

 

Table 3. Performance Comparison of models used on Dataset 1 
Models Precision Recall Accuracy F1-Score AUC Score 

CNN 89.21 89.06 89.06 88.98 95.7 
CNN-LSTM 98.14 98.12 98.12 98.11 99.8 
CNN-BiGRU 98.18 98.16 98.16 98.16 99.8 
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Figure 7. Comparative Analysis Classification Report on Dataset 1 

E.3 Evaluation Performance on Dataset 2 

The given table 4 presents the performance metrics of different models trained 
and evaluated on a specific task. The metrics include the number of epochs, train 
loss, train accuracy, test loss, and test accuracy. In the given table, three models 
(CNN, CNN-LSTM, and CNN-BiGRU) are evaluated. Each model is trained for 50 
epochs. The results show the respective train loss, train accuracy, test loss, and test 
accuracy for each model. For the CNN model, after 50 epochs, the train loss is 5.08, 
indicating a relatively low training error. The train accuracy is 98.18%, suggesting 
that the model achieves high accuracy on the training dataset. However, on the test 
dataset, the model exhibits a higher test loss of 91.47 and a test accuracy of 
87.83%. The CNN-LSTM model, also trained for 50 epochs, displays a significantly 
higher train loss of 11.24 and a train accuracy of 95.91%. These values suggest that 
the model struggles to fit the training data effectively. On the test dataset, it 
performed slightly better, with a lower test loss of 8.52 and a test accuracy of 
96.01%. Similarly, the CNN-BiGRU model demonstrates a train loss of 9.74 and a 
train accuracy of 97.23% after trained for 50 epochs. It performs better than the 
CNN-LSTM model on the training data. On the test dataset, the CNN-BiGRU model 
achieves a test loss of 6.37 and a test accuracy of 97.05%. These results indicate 
that the CNN-BiGRU model outperforms both the CNN and CNN-LSTM models in 
terms of test accuracy, while the CNN model performs relatively poorly on the test 
dataset compared to the other two models on Dataset 2. The differences in train 
and test performance among the models highlight their respective abilities to 
generalize and make accurate predictions on unseen data. Figure 8 shows the 
validation accuracy and loss of used models on Dataset 2. 
 

Table 4 Comparison of models used on Dataset 2 
Models Epochs Train Loss Train Accuracy Test Loss Test Accuracy 

CNN 50 5.08  98.18 91.47 87.83 
CNN-LSTM 50 11.24  95.91 8.52 96.01 
CNN-BiGRU 50 9.74  97.23 6.37 97.05 
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Figure 8. Validation Accuracy and Loss of used models on Dataset 2 

 
The given table 5 presents the performance metrics of different models in a 

classification task. The metrics include precision, recall, accuracy, F1-score, and 
AUC score. In the given table 6, three models (CNN, CNN-LSTM, and CNN-BiGRU) 
are evaluated based on these metrics. Each model's performance is measured in 
terms of precision, recall, accuracy, F1-score, and AUC score. For the CNN model, 
the precision is 87.84%, indicating that 87.84% of the instances predicted as 
positive were correctly classified. The recall is 87.83%, indicating that 87.83% of 
the actual positive instances were correctly identified. The accuracy and F1-score 
are both 87.83%, suggesting that the model achieved an overall accuracy of 
87.83% and a balanced performance considering both precision and recall. The 
AUC score is 93.6, indicating a relatively good ability to discriminate between 
positive and negative instances. The CNN-LSTM and CNN-BiGRU models both 
display higher precision, recall, accuracy, F1-score, and AUC scores compared to 
the CNN model. For both models, the precision, recall, accuracy, F1-score, and AUC 
score are around 96% or higher, indicating excellent performance across these 
metrics. These results suggest that both the CNN-LSTM and CNN-BiGRU models 
outperform the CNN model in terms of precision, recall, accuracy, F1-score, and 
AUC score. They demonstrate superior abilities to correctly identify positive 
instances, achieve high overall accuracy, and effectively discriminate between 
positive and negative instances. The higher metrics for the CNN-BiGRU model 
compared to the CNN-LSTM model indicate its slightly better performance in this 
specific task. Figure 9 shows the comparative analysis classification report on 
Dataset 2.  
 

Table 5. Performance Comparison of models used on Dataset 2 
Models Precision Recall Accuracy F1-Score AUC Score 

CNN 87.84  87.83 87.83 87.79 93.6 
CNN-LSTM 96.1   96.01 96.01 96 99.5 
CNN-BiGRU 97.1  97.05 97.05 97.05 99.8 
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 Figure 9. Comparative Analysis Classification Report on Dataset 2 

E.4 Evaluation Performance on Dataset 3 

Table 6 presents the performance metrics of different models evaluated for a 
specific task. It includes the number of epochs, train loss, train accuracy, test loss, 
and test accuracy. In the presented table, three models (CNN, CNN-LSTM, and CNN-
BiGRU) are evaluated, all trained for 50 epochs. The table showcases the 
corresponding train loss, train accuracy, test loss, and test accuracy for each model. 
The CNN model, after 50 epochs, exhibits a train loss of 12.41, suggesting a 
relatively higher training error. The train accuracy is 95.92%, indicating a decent 
level of accuracy on the training dataset. However, the model's performance on the 
test dataset reveals a higher test loss of 16.90 and a test accuracy of 93.62%. The 
CNN-LSTM model displays a lower train loss of 7.9, indicating a relatively better fit 
to the training data. The train accuracy stands at 97.37%, reflecting a higher level 
of accuracy on the training dataset. On the test dataset, the model performs even 
better with a lower test loss of 7.13 and a higher test accuracy of 97.75%. Similarly, 
the CNN-BiGRU model, trained for 50 epochs, showcases a lower train loss of 6.08, 
demonstrating a superior fit to the training data. The train accuracy reaches 
98.23%, indicating a higher level of accuracy on the training dataset. On the test 
dataset, the model achieves the lowest test loss of 5.04 and the highest test 
accuracy of 98.4% among the three models. These results highlight that the CNN-
BiGRU model outperforms both the CNN and CNN-LSTM models in terms of test 
accuracy and test loss. The CNN-BiGRU model demonstrates superior abilities in 
fitting the training data, generalizing unseen data, and accurately predicting output 
labels. The differences in performance among the models underscore the 
effectiveness of the CNN-BiGRU model for the given task. Figure 10 shows the 
validation accuracy and loss of used models on Dataset 3. 

 
Table 6 Comparison of models used on Dataset 3 

Models Epochs Train Loss Train Accuracy Test Loss Test Accuracy 

CNN 50 12.41  95.92 16.90 93.62 
CNN-LSTM 50 7.9  97.37 7.13 97.75 
CNN-BiGRU 50 6.08  98.23 5.04 98.4 
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Table 7 provided the evaluation of the three models (CNN, CNN-LSTM, and 
CNN-BiGRU) based on precision, recall, accuracy, F1-score, and AUC score. The 
CNN model achieved a precision of 93.8%, indicating that it correctly classified 
93.8% of instances predicted as positive. The recall was 93.62%, implying that it 
accurately identified 93.62% of actual positive instances. The model's accuracy, 
F1-score, and AUC score were 93.62%, 93.59%, and 98.6, respectively. 
Comparatively, the CNN-LSTM model exhibited higher precision, recall, accuracy, 
F1-score, and AUC score than the CNN model. Precision, recall, accuracy, F1-score, 
and AUC score for CNN-LSTM were approximately 97.77%, 97.75%, 97.75%, 
97.75%, and 99.7, respectively. Similarly, the CNN-BiGRU model demonstrated 
higher precision, recall, accuracy, F1-score, and AUC score compared to both the 
CNN and CNN-LSTM models. Precision, recall, accuracy, F1-score, and AUC score 
for CNN-BiGRU were approximately 97.87%, 97.8%, 97.8%, 97.8%, and 99.9, 
respectively. These results indicate that both the CNN-LSTM and CNN-BiGRU 
models outperformed the CNN model in terms of precision, recall, accuracy, F1-
score, and AUC score. The higher metrics for CNN-LSTM and CNN-BiGRU suggest 
their superior abilities in accurately identifying positive instances, achieving high 
overall accuracy, and effectively discriminating between positive and negative 
instances. Furthermore, the CNN-BiGRU model demonstrated slightly better 
performance across all evaluated metrics compared to the CNN-LSTM model. 
Figure 11 shows the comparative analysis classification report on Dataset 3. 
 

 
Figure  10. Validation Accuracy and Loss of used models on Dataset 3 

 

Table 7. Performance Comparison of models used on Dataset 3 
Models Precision Recall Accuracy F1-Score AUC Score 

CNN 93.8  93.62 93.62 93.59 98.6 
CNN-LSTM 97.77  97.75 97.75 97.75 99.7 
CNN-BiGRU 97.87  97.8 97.8 97.8 99.9 
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Figure 11. Comparative Analysis Classification Report on Dataset 3  

F. Conclusions and Future Work  

Phishers are rapidly updating their technologies to trick internet users and 
reveal confidential information. Therefore, phishing attack detection and 
prevention is a serious challenge and considered a dynamic topic that includes 
many variables and requirements. Machine Learning approach based on various 
techniques have been employed to handle the process of phishing attack detection. 
In this study, a novel hybrid deep learning model based on Convolutional Neural 
Network (CNN-BiGRU) is proposed to classify a web-page phishing or legitimate. 
The CNN component is employed to capture important features from the webpage 
content, while the BiGRU layer is utilized to extract the sequence information 
within the content. Subsequently, a fully connected layer is employed for the 
classification task, distinguishing between phishing and legitimate web pages. To 
evaluate the effectiveness of the proposed hybrid model and compare it with other 
approaches, extensive experiments are conducted using various benchmark 
datasets. These experiments provide a comprehensive analysis of the model's 
performance under different conditions and datasets, ensuring its reliability and 
generalizability. From all simulation results it shows that the CNN-BiGRU 
outperforms the other models in precision, recall, accuracy, F1-score, and AUC 
score. CNN-LSTM also performs better than the basic CNN model. The results 
indicate the superior abilities of the CNN-BiGRU model in accurately identifying 
positive instances and achieving high overall accuracy. It demonstrates the 
effectiveness of the hybrid model in capturing both local and sequential features 
for classification tasks. Further research in this area might include a variety of 
features separately, such as CSS, JavaScript, scripts etc. employing heavy feature 
engineering. More robust classifiers, such as transfer learning-based algorithms 
may also be used to see how the combination affects accuracy. 
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