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The rapid growth of the Internet of Things (IoT) has transformed intelligent 
surveillance systems, creating demands for real-time monitoring, efficient 
data processing, and reliable decision-making. This review examines the 
integration of cloud, fog, and edge computing as complementary paradigms 
for enhancing surveillance. Cloud computing provides large-scale storage, 
advanced analytics, and centralized management. Fog computing brings 
computation and networking closer to end devices, reducing latency and 
optimizing bandwidth. Edge computing enables immediate processing at the 
source, ensuring rapid responses to security-critical events. Together, these 
paradigms form a hierarchical, collaborative framework that balances 
scalability, efficiency, and reliability while overcoming the limitations of 
standalone approaches. Challenges such as device heterogeneity, 
interoperability issues, and security risks persist. Future directions include 
optimized resource allocation, lightweight Artificial Intelligence (AI) for fog 
and edge nodes, and stronger privacy-preserving mechanisms. The synergy 
of cloud, fog, and edge computing is expected to drive adaptive, secure, and 
resilient surveillance in IoT-based smart environments.  
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A. Introduction 
Surveillance systems have become a necessity in day-to-day life, ensuring 

secure, effective monitoring of system parameters in a dynamic environment. With 
recent technological advancements, surveillance has shifted from its primary 
security role to other sectors, such as agriculture, hospitals, and power systems [1, 
2]. The use of surveillance in these sectors ensures security and process 
monitoring. One technology adopted for surveillance across many systems is the 
Internet of Things (IoT). IoT has become a key innovation in Artificial Intelligence 
(AI), marking a major shift in modern technological landscapes. In this review, the 
concept of “things” refers to real-world devices that form interconnected systems 
through embedded sensors and processors, enabling seamless data exchange 
between them, which are key components for a surveillance system. These 
interconnected systems typically consist of two types of nodes: physical and 
virtual. Physical nodes include sensors, actuators, transmission units, and other 
embedded or wearable technologies [3]. Virtual nodes, on the other hand, 
represent software-based elements such as virtual machines or network 
components that support communication within wireless infrastructures [3, 4].  

The Internet of Things (IoT) architecture integrates several essential 
components, including sensors, actuators, communication protocols, and cloud-
based services, which are organized within a layered framework as depicted in 
Figure 1 [5].  

 
 

Figure 1. Components of IoT Architecture. 
 
         The IoT architecture in Figure 1 can be classified into two distinct forms: the 
three-layer network and the service network, as shown in Figure 2 [6].  The widely 
adopted three-layer architecture comprising the perception, network, and 
application layers supports data collection, secure transmission, analysis, and 
actionable decision-making for interconnected devices. These layers enable 
processes such as risk identification, insights generation, and rapid fault resolution 
[7].  To strengthen these capabilities, IoT surveillance systems often rely on cloud, 
fog, and edge computing architectures [8]. Cloud computing delivers scalable 
analytics, device monitoring, and application-specific services across various 
domains. Meanwhile, fog and edge computing extend computational resources to 
the network’s edge, ensuring real-time data processing and minimizing latency [9, 
10]. As a form of utility computing, cloud services provide flexible, on-demand 
access to resources with guaranteed scalability and Quality of Service (QoS). Cloud 
computing is centralized processing and storage on remote data centers.  
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Figure 2. Three-layer architecture and service-oriented architecture of IoT. 

 
         Although the use of IoT and cloud computing in intelligent surveillance has 
evolved along separate paths, their integration has led to the concept of the Cloud 
of Things. This paradigm, built on core IoT-cloud components, expands 
connectivity options while reducing data transfer latency from IoT devices to the 
cloud [11]. In this framework, device-to-cloud interfaces act as transmission 
endpoints, enabling seamless communication between IoT devices and cloud 
services. The fusion of these two technologies enhances resource utilization in 
specific scenarios. Cloud platforms ensure smooth data transfer across the 
internet, simplifying storage and access, while fog computing extends capabilities 
by allowing IoT devices to process data locally, make decisions, and then forward 
only relevant information to the cloud [12]. Both fog and edge computing serve as 
complementary layers to the cloud, reducing transmission delays. However, they 
differ in function: fog acts as an intermediary layer between the edge and the 
cloud, while edge computing emphasises localised, real-time data processing [13].  
            
B. Literature Review 
B.1. Cloud, Edge and Fog Computing Architectures 

The IoT framework, which underpins surveillance systems, enables devices 
to communicate and exchange data seamlessly. This functionality enables seamless 
connectivity between devices and users under diverse conditions, independent of 
time, location, or participating entities [14, 15, 16]. Through IoT, communication 
and interaction can occur across multiple systems, networks, services, and 
communication pathways. Within this framework, cloud computing provides the 
backbone for linking IoT devices and applications, enabling both device-to-device 
and application-to-application exchanges [17]. Complementing this, fog and edge 
computing extend cloud capabilities by introducing distributed architectures 
composed of interconnected computing resources. These decentralized networks 
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enhance the scalability, responsiveness, and efficiency of IoT communication and 
data processing [11]. This section describes the detailed architectures of cloud, 
edge and fog computing with respect to intelligent systems. 

 
B.2. Cloud Computing  

Cloud computing provides a wide range of digital services, including servers, 
networking, software, databases, and data analytics, all delivered over the internet. 
It enables rapid deployment, flexible access to resources, and application-driven 
solutions [18], rather than relying on local infrastructure. Data is maintained on 
remote servers managed by third-party providers and accessible globally [13]. 
Cloud platforms operate under various services and deployment models tailored 
to different user needs. Deployment strategies encompass private, community, 
public, and hybrid models, which support individual users, organizations, or 
multiple institutions simultaneously [19]. This diversity makes cloud computing 
beneficial across a wide spectrum of users. Its key characteristics include on-
demand service provision, scalability, resource pooling, mobility, cost-
effectiveness, and multitenancy, making it attractive for both private and public 
applications [13]. However, despite these benefits, challenges remain, including 
downtime risks due to regional or regulatory constraints and security or 
confidentiality issues associated with shared resources [20]. Even so, cloud 
computing has been widely adopted in domains like digital governance, education, 
research, and storage solutions, such as surveillance systems [19, 21]. 

Due to the limited trustworthiness of cloud servers, ensuring data 
confidentiality is critical. To address this, [22] introduced a privacy-preserving 
outsourced classification framework. This framework applies proxy homomorphic 
encryption, based on Gentry’s scheme, to protect sensitive information. In practice, 
multiple data providers submit fully homomorphic ciphertexts to an evaluator 
(“S”), which stores and processes encrypted data. Working together with a 
Cryptographic Service Provider (CSP), the evaluator develops a classification 
model that can perform operations on ciphertexts encrypted with different public 
keys [13]. This encrypted model is stored within evaluator “S” and later used to 
deliver secure predictions to clients [23]. Although the algorithm demonstrates 
semantic efficiency in both encryption and prediction, it lacks clear details 
regarding evaluator CSP interaction and has relatively high communication costs 
[24]. Moreover, another challenge lies in selecting suitable cloud services given the 
abundance of providers. To assist in this decision-making process, researchers 
have proposed a Neutrosophic Multi-Criteria Decision Analysis (NMCDA) method 
[13, 25], based on the Analytic Hierarchy Process (AHP). This approach evaluates 
cloud service quality by incorporating multiple assessment factors. In prior 
studies, expert panels improved the consistency of evaluation metrics by 
introducing a bias-mitigation model within a neutrosophic framework [13]. 
Triangular neutrosophic numbers were used to represent linguistic variables in 
the comparison matrices, thereby enabling the method to handle imprecision and 
inconsistency in decision-making. The NMCDA approach has demonstrated 
practical value for organizations in evaluating cloud services, although adoption is 
still in its early stages, and large-scale assessments of its effectiveness remain 
limited. 
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B.3. Edge Architecture  
Edge computing is an integrated paradigm that combines networking, 

computation, storage, and application functions at the network’s edge, located 
closer to the data source [26]. The computational site in this framework is referred 
to as an edge node, which may be situated anywhere between the data-generating 
devices and the central cloud, provided it has networking and processing 
capabilities [27, 28]. In practical implementations, devices such as smartphones 
and gateways are frequently cited as edge nodes [28]. While smartphones typically 
link individuals directly to cloud centers, gateways often connect smart homes to 
the cloud. The architecture of edge computing generally consists of three layers: 
the cloud layer, the edge layer, and the end layer, as depicted in Figure 3 [28]. 

 
 

 
 

Figure 3. Architecture of Edge Computing. 
 

         The cloud layer oversees the scheduling of tasks between nodes and cloud 
computing centers, guided by policies to ensure efficient service delivery. Unlike 
purely centralized paradigms, this framework allows data and computational 
resources to be shared across the network during decision-making rather than 
transmitting everything to a remote server [29]. The edge layer serves as the 
central hub for all nodes, extending cloud capabilities toward the edge while 
continuously relaying information to the cloud layer [30]. It supports low-latency 
and high-traffic requirements by enabling three primary functions: data caching, 
local computation, and wireless access [31, 32]. Finally, the end layer, which 
comprises user devices, collects raw data and forwards it to higher layers for 
further processing. By distributing computational workloads between cloud 
servers and edge nodes, edge computing reduces the strain on centralized systems 
while improving security [33, 34]. This is achieved because most data are 
processed locally, limiting exposure to external risks. Therefore, any compromise 
of end devices affects only localized data rather than the entire cloud 
infrastructure [35]. Furthermore, the decentralized processing helps balance data 
flow and reduce bottlenecks at cloud centers [36].  

However, despite these advantages, some studies [37-41] suggest that edge 
computing remains underutilised in service management. Improvements are 
needed in areas such as standardized application naming for consistent 
communication, addressing, and object identification. Enhanced programmability 
is also necessary to manage the heterogeneous nature of edge nodes, which 
complicates the deployment and maintenance of applications across the network. 
         Currently, edge computing supports a wide range of applications, including 
privacy preservation, cyberattack detection, and data protection, as well as 
intelligent transportation, vehicle safety, and resource optimisation [42]. It is also 

https://doi.org/10.33022/ijcs.v15i2.4879


  The Indonesian Journal of Computer Science 

https://doi.org/10.33022/ijcs.v15i2.4879  2006   

applied in time-sensitive, context-aware domains such as healthcare emergencies 
and personalized service recommendations. However, the exponential increase in 
data volumes continues to create challenges in latency-aware distribution. To 
address this, researchers have proposed a distributed information dissemination 
model [43]. This model dynamically manages data replication, creating, replacing, 
or deleting copies based on continuous analysis of data request patterns across 
edge nodes. Two operational versions are included: the source version, which 
generates replicas only at the central storage node, and the edge version, which 
manages replicas across nodes with copies and includes a mechanism for locating 
them. Empirical results showed a 26% reduction in delays and a 14% decrease in 
cost relative to non-replicated caching methods. However, the scheme does not 
guarantee real-time performance, which limits its suitability for critical domains 
such as autonomous driving and emergency healthcare.  

Additionally, the transmission of large data volumes at the edge often 
introduces latency that conflicts with the real-time requirements of ubiquitous 
applications. To address this issue, a context-aware data management strategy has 
been proposed [44]. This method decouples data placement from task scheduling 
using a multi-level scheduler that allocates resources based on contextual factors. 
The scheduler not only assigns tasks according to performance requirements but 
also monitors system status during execution. It adjusts the number of replicas 
dynamically to balance latency reduction against added storage and management 
costs. The model integrates four data placement strategies, three task scheduling 
methods, and three runtime adaptation techniques. Findings indicate that this 
hybrid approach achieves task response times comparable to those of full 
replication while significantly reducing overhead [45, 46]. Nonetheless, large-scale 
deployment and validation of this method remain limited, leaving its real-world 
applicability an open area for further exploration. 
 
B.4. Fog Computing 
           The architecture of fog computing integrates computing, storage, 
networking, and processing services across distributed end devices, distinguishing 
it from conventional cloud-based systems [47]. By positioning computational and 
storage resources closer to end users, fog computing bridges the gap between 
cloud platforms and edge devices [48]. Rather than relying solely on centralized 
cloud infrastructure, this model enables localized processing, reducing the distance 
between data generation and data analysis. The system is built on a topology of 
geographically dispersed nodes that perform computational, storage, and 
networking functions simultaneously [48, 49]. These devices, referred to as fog 
nodes, can be positioned wherever network connectivity exists. To qualify as a fog 
node, a device must be capable of computation, storage, and communication [50]. 
As illustrated in Figure 4, integrating cloud, fog, and edge computing architectures 
yields a more comprehensive IoT framework than systems that rely solely on cloud 
or edge resources, as shown in Figure 5. An effective IoT solution designed to solve 
real-world problems or enhance organizational value typically requires the 
combination of all three architectural approaches. 
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Figure 4. Cloud-edge with Fog Architecture [13]. 
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Figure 5. Cloud-Edge without Fog Architecture [13]. 

 
        Functioning as an intermediary layer, fog computing enhances bandwidth 
efficiency and privacy by enabling local data processing and responses, which 
reduces the volume of information transmitted to centralized data centers [50]. 
This proximity to end-users also helps minimize latency and supports scalability. 
Nonetheless, operating near the network edge presents challenges, including 
vulnerability to intruder attacks, authentication difficulties, and exposure to 
Distributed Denial-of-Service (DDoS) threats [51]. Applications of fog computing 
span across healthcare, service optimization, web acceleration, road safety, 
surveillance video analysis, micro–data center resource management, and real-
time data processing [52].  

 However, despite these applications, performance can be hindered by 
execution delays due to inefficient task scheduling and poor resource allocation 
[13]. To mitigate these issues, a hybrid bio-inspired algorithm has been introduced 
in [53]. This method combines Modified Particle Swarm Optimization (MPSO) for 
balancing workloads among fog nodes with Modified Cat Swarm Optimization 
(MCSO) to ensure the availability of fog resources. Unlike traditional fog scheduling 
techniques, the proposed strategy in [53] reduces power consumption, task 
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completion time, response latency, and operational cost. However, its deployment 
in fog-IoT systems still requires refinement of the model's learning mechanisms to 
enhance adaptability and robustness. Moreover, in fog environments, users’ data, 
often stored across cloud servers, loses local control and faces heightened privacy 
risks [13].  Existing privacy-preservation techniques may be inadequate against 
sophisticated attacks on cloud servers. To address this issue, a three-tier storage 
model has been proposed in [54] to enhance cloud storage utilisation while 
maintaining confidentiality. In this approach, user data is distributed across three 
layers: the cloud server, the fog server, and the local device. Data encoding is 
performed using the Hash-Solomon coding method, which fragments and 
partitions data to maximize storage efficiency [54]. Computational intelligence is 
then applied to determine the proportion of data allocated to each storage layer 
[55]. Among different coding schemes tested, the Cauchy matrix showed the best 
performance. Experimental results indicate that this approach achieves efficient 
encoding and decoding while maintaining overall storage effectiveness. 
Nonetheless, its scalability in handling large datasets and real-time applications 
has not been fully validated, raising possible concerns about latency and efficiency 
in practical deployments. 
 
C. Result and Discussion 
C.1. Application of Fog, Edge, and Cloud in Surveillance Systems 

The core of Industry 4.0 lies in intelligent transformation enabled by 
advanced information technologies. Within modern distributed industrial 
environments, vast amounts of heterogeneous data are generated continuously, 
offering significant opportunities to enhance operational safety, reliability, and 
efficiency [56, 57]. Among these data sources, real-time video streams captured by 
widely deployed surveillance cameras play a critical role in monitoring personnel, 
equipment, and working environments. However, the ever-increasing scale of 
video data renders traditional manual monitoring inadequate for timely hazard or 
risk detection, underscoring the urgent need for intelligent video analysis. With the 
rapid progress of deep learning techniques [58], video object detection (VOD) 
based on Convolutional Neural Networks (CNNs) has emerged as a powerful tool 
for identifying and localizing anomalies in industrial systems. Such anomalies, 
ranging from unsafe worker practices and equipment malfunctions to 
unauthorized intrusions, can have severe consequences, placing stringent 
demands on the End-to-End (E2E) latency of VOD [57].  

In other words, detection systems must minimize the delay between frame 
capture and anomaly recognition to ensure timely responses. However, achieving 
this goal remains challenging in distributed industrial environments characterized 
by heterogeneous and resource-limited devices. On the one hand, CNN-based 
detection algorithms are computationally intensive, often resulting in lengthy 
processing times when executed on constrained edge devices. On the other hand, 
relying solely on cloud-based processing introduces high communication latency 
due to the need to transmit large volumes of raw video data and significant 
bandwidth consumption. To overcome these limitations, the edge–cloud 
collaborative intelligence paradigm has gained prominence [59]. This approach 
distributes computational workloads between edge and cloud infrastructures, 
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reducing latency by enabling edge devices to handle part of the processing while 
the cloud provides additional computational power. As illustrated in Figure 6 [57], 
industrial surveillance systems can leverage this framework by collecting video 
streams via on-site cameras and performing VOD collaboratively across edge and 
cloud resources, thereby supporting latency-sensitive applications. Despite these 
advantages, current collaborative strategies [60, 61] still face challenges in 
delivering real-time video detection with high accuracy under resource-
constrained conditions, limiting their direct applicability to industrial surveillance 
scenarios. 
  

 

Figure 6. Edge-cloud Collaborative Framework of Industrial Systems [57]. 
 

        CNN-based object detection algorithms, such as SSD (Single Shot Detector) 
[62] and YOLO (You Only Look Once) [63], have advanced significantly, enabling 
the autonomous identification and localization of objects in images. Since video 
data can be regarded as a sequence of consecutive video frames, an intuitive VOD 
solution is to directly apply image object detection to each video frame [57]. 
However, it yields unacceptable processing times due to the complexity of CNN-
based detectors, making it impractical for latency-sensitive applications. To 
address this issue, various methods for increasing VOD processing acceleration 
have emerged. Researchers in [64, 65] construct lightweight image detectors to 
reduce processing time, albeit at the cost of reduced accuracy [57]. In addition, 
references [66-70] leverage spatiotemporal correlations between video frames, 
running the image detector only on a few selected frames (i.e., keyframes) and 
applying lightweight techniques to the remaining frames to achieve a good trade-
off between speed and accuracy. For example, flow-based methods utilize optical 
flow predictions [66]. In contrast, memory-guided methods employ temporal 
models (e.g., long short-term memory [67] and attention [68] to propagate 
information detected in keyframes to other frames. Benefiting from the rapid 
advancement of the tracking network (e.g., the state-of-the-art tracking network, 
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SiameseRPN (Region Proposal Network), [69] reaches 160 Frames Per Second 
(FPS) on GeForce GTX 1080Ti), recent efforts [70] utilize the tracking-assisted 
method to speed up VOD further. Although they significantly reduce processing 
time, the approaches are generally cloud-based and incur intolerable bandwidth 
consumption and communication latency due to the massive volume of data being 
uploaded.  
        Edge-based deployment also struggles with real-time demand due to 
constrained resources, leading to the rise of edge–cloud collaborative video 
analysis [59], which effectively reduces end-to-end (E2E) latency in distributed 
systems [57]. The collaborations typically offload partial computation tasks from 
the cloud to the edge by model partitioning and compression [71]. For example, 
existing collaborative VOD methods in [60, 61] generally compress video frames at 
the edge and then process them on the cloud. However, compression significantly 
affects accuracy (e.g., a 30% reduction in traffic leads to a loss of more than 12% 
accuracy [61]). Moreover, early exit strategies have gained significant interest 
recently, utilizing a multi-branch exit model to achieve fast inference while 
maintaining accuracy [72]. However, branchy network solutions for fast VOD in 
edge-cloud distributed systems are currently lacking.  

Reference [57] proposed a novel tracking-assisted, collaborative, and 
branchy network to address the above issues. The authors of [57] applied edge and 
cloud computing to real-time video object detection, using power substation data 
as a case study. The research addresses computational and communication 
problems in IoT techniques, which are limited by constraints such as high end-to-
end latency and cannot be directly applied to latency-sensitive applications. The 
authors present a light-weight edge-cloud collaborative branchy Deep Neural 
Network (DNN), CombiNet, and customize an intelligent edge device, Edge-Vbox, to 
construct an effective real-time video object detection solution.  The approach is 
validated through a case study of intelligent smart-grid substation operation and 
maintenance. Experimental results using real-world data demonstrate that the 
approach significantly outperforms state-of-the-art methods in E2E latency and 
achieves real-time video object detection with negligible accuracy loss.  
        Reference [73] utilised fog-edge for health monitoring in Internet of Medical 
Things (IoMT) systems, achieving optimized latency and enhanced threat 
resilience. The proposed approach addresses latency and data-protection issues 
that prevent the use of traditional cloud techniques for real-time monitoring.  Both 
real-world case studies and simulation experiments were employed to validate the 
proposed framework, with a focus on its ability to reduce latency, enhance data 
aggregation, and improve scalability. The findings reveal that architecture delivers 
notable gains compared to cloud-only models, achieving up to 70% lower latency, 
30% higher energy efficiency, and a 60% reduction in bandwidth utilisation. 
Furthermore, the time needed for threat detection is reduced by half, enabling 
quicker responses to security-related events. Overall, the framework demonstrates 
a secure, adaptable, and high-performing solution, particularly well-suited for 
time-critical healthcare applications, including remote patient monitoring and 
emergency response systems. The authors of [74] introduced an Edge-fog-cloud-
based digital twin network for autonomous and distributed structural health 
monitoring of a mega-dam cluster. The evaluation results show that the 
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seismograph signal detection algorithm achieves a high accuracy of 95%, while the 
deviation in the virtual model's spatial mapping remains limited to 5%. 
Additionally, the Structural Health Monitoring (SHM) process operates nearly 9 
times faster than traditional manual approaches. This digital twin framework 
enables efficient, autonomous, and distributed SHM across the mega dam cluster, 
substantially reducing labour requirements, economic costs, and energy 
consumption.  
 
C.2. Merits and Challenges of Fog, Edge and Cloud in Surveillance Systems 
         The convergence of surveillance systems and cloud computing integrates 
two rapidly advancing technologies with distinct advantages. Surveillance systems 
typically consist of globally connected devices operating on dynamic 
infrastructures, but they are often constrained by limited processing power and 
storage. In contrast, cloud computing provides extensive storage and massive 
processing capacity [75]. By combining the two, many of the shortcomings of 
surveillance systems can be mitigated, as the cloud can handle the vast amount of 
data generated by billions of devices [76]. This integration not only enhances 
system performance but also creates opportunities for new services and 
applications through real-world deployment scenarios [77].  

However, the transmission of surveillance data to cloud platforms 
introduces challenges, including unreliable handling of real-time information and 
heightened privacy concerns. The lack of strict policies and regulations around 
data protection continues to pose risks to user confidentiality [78]. Ensuring 
secure and reliable integration of surveillance systems with cloud-based services 
remains a pressing need. Edge computing further strengthens this ecosystem by 
decentralizing processing tasks from centralized data centers to local nodes at the 
network edge [79]. This architecture optimizes the use of nearby resources, 
allowing faster response times, localized storage, and improved control of IoT-
enabled activities.  

For IoT-based surveillance systems, edge computing reduces latency and 
enables faster decision-making by processing data closer to end users. It also 
supports cost-effective experimentation and analysis. Nonetheless, edge solutions 
are limited compared to cloud computing, particularly in terms of large-scale 
computational power and remote accessibility [80]. The combination of IoT-
enabled surveillance systems with cloud computing has gained wide adoption due 
to its ability to store and analyze massive datasets. Yet, challenges remain in 
supporting highly time-sensitive applications such as gaming, simulation, or video 
streaming [81]. To address these shortcomings, fog computing has emerged as an 
intermediary solution. Acting between IoT devices and cloud services, fog 
computing extends storage and processing capacity closer to the edge while 
maintaining a virtualized environment for computation, memory, and networking 
[82]. This makes it particularly effective in managing latency-sensitive tasks, 
ensuring real-time communication between IoT devices [83]. 
       Moreover, fog computing offers scalability, supporting the exponential growth 
of IoT networks with billions of devices. However, dynamic changes in IoT 
environments can disrupt workflow structures, making it difficult for fog systems 
to adapt effectively [84]. Additional challenges include software and hardware 
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degradation in portable devices, as well as the random distribution of fog nodes 
across the edge, both of which complicate maintaining an efficient architecture 
[85]. These issues highlight the need for adaptive and automated solutions to 
optimize fog resources and sustain reliability in large-scale IoT deployments. 
 
C.3. Future Research in Fog, Edge, and Cloud for Surveillance 
        The Internet of Things (IoT) has emerged as a rapidly evolving technology 
that can process vast amounts of data to enable intelligent, automated decision-
making without human intervention. It marks a new technological generation 
characterized by automation and the deployment of AI-enabled devices. The 
supporting technologies of IoT enable the implementation of practical systems and 
solutions. By 2021, more than 10 billion IoT devices were active, and forecasts 
suggest that this number will surpass 25.4 billion by 2030, with applications 
extending into areas such as smart cities and smart grids [86]. IoT enhances 
organizational efficiency by improving data collection processes and minimizing 
human error.  

The convergence of IoT with cloud, fog, and edge computing is becoming 
increasingly significant, offering complementary technologies that ensure 
successful integration. IoT is regarded as a cornerstone of the future internet, 
envisioned as a unified communication framework that integrates networks and 
connected devices into a single IT platform. Cloud computing is positioned as the 
backbone for managing and analyzing large-scale data streams in this connected 
ecosystem. According to the 5G Observatory Quarterly Report (2021), global IoT-
supported 5G connections increased by 41%, with 124 million new connections 
added between Q1 and Q2 of 2021, underscoring the growing reliance on cloud-
enabled IoT [86].  

Researchers also emphasize the role of fog computing, highlighting its 
potential to reduce operational costs and address critical IoT challenges such as 
latency, data storage, and traffic management. The fog paradigm is considered 
essential for building intelligent platforms capable of managing distributed, real-
time IoT applications [87]. Edge computing, when integrated with IoT alongside 
cloud and fog, further strengthens this ecosystem by enabling fast data processing 
at the source. This reduces latency, optimizes bandwidth usage, improves security, 
and supports real-time applications that demand instant responses. As a result, the 
combination of IoT with edge computing is expected to play a critical role in the 
development of the forthcoming Sixth Generation (6G) communication systems. 
The synergy between IoT and 6G is projected to bring transformative 
advancements, including holographic communication, telemedicine, autonomous 
transportation, smart cities, remote education, and brain-computer interaction 
technologies [88]. 
        The widespread adoption of IoT is also expected to accelerate as advances in 
low-cost architectures, communication protocols, and data management 
capabilities drive down costs. However, cybersecurity remains a major concern. 
Many IoT devices lack robust protection mechanisms and are not updated 
regularly, exposing networks to vulnerabilities. To address these challenges, 
collaborative efforts are needed to establish open standards that ensure security, 
interoperability, and reliable service delivery. Furthermore, adopting energy-
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efficient and environmentally friendly technologies will be crucial to reducing 
power consumption as the IoT ecosystem expands [89].  

The reviewed literature highlights the transformative potential of IoT on the 
Internet of Everything (IoE), shaping future lifestyles, promoting cultural diversity, 
and enhancing interactions between humans and devices.  As IoT integrates more 
deeply with cloud, fog, and edge computing, it is expected to drive new business 
models and opportunities. For instance, the Cloud of Things (CoT), merging IoT 
with cloud computing, can mitigate limitations in scalability, computation, and data 
accessibility. Edge computing offers superior performance in terms of 
responsiveness and localized processing, while fog computing addresses latency 
issues in cloud-based systems by extending resources closer to end-users. This 
makes fog especially valuable for time-sensitive IoT applications such as gaming, 
financial trading, streaming, and autonomous systems. Although promising, the 
seamless integration of fog computing into IoT still faces challenges related to 
dynamic adaptation and workflow management, underscoring the need for 
continued research to improve its efficiency and interoperability in next-
generation IoT systems. 
 
D. Conclusion 

The integration of cloud, fog, and edge computing within IoT-based intelligent 
surveillance systems has reshaped the way real-time monitoring, analysis, and 
decision-making are achieved. Cloud computing provides the necessary large-scale 
storage, advanced analytics, and centralized control, enabling long-term data 
management and deep learning applications. Complementing this, fog computing 
brings computational and networking capabilities closer to end devices, reducing 
latency and enhancing bandwidth utilization while supporting context-aware 
applications. Edge computing further strengthens the architecture by enabling 
immediate data processing at the point of collection, thereby ensuring rapid 
response to critical security events and minimizing dependence on centralized 
infrastructure. Together, these three paradigms form a hierarchical, collaborative 
ecosystem that strikes a balance among efficiency, scalability, and reliability. Their 
combined deployment addresses the limitations of standalone architectures, such 
as the high latency of cloud-only systems or the resource constraints of edge-only 
solutions, while unlocking opportunities for adaptive, real-time, and privacy-
preserving surveillance. Nonetheless, challenges persist, including heterogeneous 
device management, security vulnerabilities, and the need for standardised 
frameworks to ensure interoperability. Future research directions should focus on 
optimizing resource allocation across the three layers, developing lightweight AI 
models suitable for edge and fog nodes, and strengthening privacy-preserving 
mechanisms to build resilient and trustworthy surveillance ecosystems. 

 With continued advancements, the synergy of cloud, fog, and edge computing 
will play a pivotal role in realizing intelligent surveillance systems that can support 
the evolving demands of IoT-driven smart environments. Future studies on the use 
of fog, edge, and cloud computing in intelligent surveillance should prioritise the 
development of flexible hybrid systems that can dynamically allocate 
computational tasks across different layers based on real-time factors such as 
latency, energy consumption, and network bandwidth. Emphasis should be placed 
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on developing efficient, privacy-aware AI models that can run at the edge, 
incorporating federated or continual learning to handle evolving environments 
while safeguarding sensitive data. Additionally, efforts must focus on building 
secure, fault-tolerant systems that can withstand cyber threats, device failures, and 
mobile scenarios. The incorporation of diverse sensing modalities (such as video, 
audio, and thermal data) alongside context-aware processing can significantly 
improve detection accuracy in complex settings. Lastly, future research should aim 
to establish scalable, real-world deployment strategies, standardized performance 
evaluations, and adherence to legal, ethical, and privacy regulations to promote 
transparency and responsible system use. 
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