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As network infrastructures grow in complexity, ensuring high availability
and resilience becomes critical, especially for medium-to-large scale
networks. This study focuses on the development and implementation of
fault tolerance management within Software-defined networking (SDN)
environments, aimed at minimizing downtime and enhancing network
reliability. SDN’s centralized control and dynamic programmability provide
an ideal framework for implementing efficient fault detection and recovery
mechanisms. The proposed model leverages real-time monitoring,
redundancy protocols, and adaptive rerouting strategies to mitigate the
impact of node or link failures. Key components of the model include failover
mechanisms, load balancing, and traffic rerouting algorithms, designed to
maintain seamless network operations during failures. Through simulation
and testing, the model demonstrates significant improvements in network
resilience, reducing recovery time and ensuring uninterrupted service
delivery. This research provides a comprehensive guide to implementing
fault-tolerant networks using SDN, offering scalable solutions that can be
adapted to various network sizes and configurations. The findings emphasize
the potential of SDN to revolutionize fault management in modern network
infrastructures, making it a crucial consideration for future network design
and operations.
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A. Introduction

Fault management is a term used in network management, describing the
overall processes and infrastructure associated with detecting, diagnosing, and
fixing faults, and returning to normal operations in telecommunication systems
[5].

Fault tolerance is an essential part of the design of any communication
system/network. Computer networks are built on physical infrastructure or
virtualized versions of the physical infrastructure. These infrastructures are
critical because business applications rely on the proper operation of such
infrastructures. However, such infrastructures are prone to a wide range of
challenges and attacks such as faults, failures, and errors which disrupt network
service[6].

Software-defined network (SDN) is a software-centric network design
paradigm that makes it possible to simplify network managementby
decoupling control logic from forwarding devices. [1]. The control logic is the brain
of the network, deciding the best paths, preventing failure, and putting the
business logic into action. This is done centrally using a computing device (server)
instead of the old distributed design where each node in the network has the task
of finding the best paths or recovering from failures. In addition to the control
plane, there is a data plane and an administration plane. [2]. The control plane
interacts with the data plane via southbound interfaces such as OpenFlow. The
plane is primarily responsible for the forwarding of data packets in switching or
routing through programmable devices.

To handle a received packet, switches consult the forwarding rules in their flow
table(s). The packet is forwarded if a match is found; otherwise, the switch sends a
packet-in message to the master controller. The controller reactively determines
the path for this packet and installs new rules in the affected switches. [3]. The
time from receiving the packet-in message to receiving a new response from the
controller is called the flow setup time. Reducing this time is critical to network
efficiency, and this is majorly affected by the load on the controllers and the
propagation delay. A single-controller system provides a holistic network-wide
view, with a single point of failure and lacks reliability and scalability. [4].
Therefore, multi-controller SDNs have been developed that allow the control plane
to be physically distributed while keeping it logically centralized by
synchronizing network status between controllers [5]. However, multi-controller
SDNs bring new challenges such as network synchronization and adaptive switch-
controller mappings.

A fundamental problem in multi-controller SDNs is the controller placement
problem (CPP) [6]. This problem focuses on deciding the number of controllers
required to meet the service level agreement for a network and where to find
appropriate locations for each controller. That is, dividing the network into sub-
regions (domains) while considering some quality criteria and cost constraints. [7].

Numerous research have been conducted to address this issue, the research in
[8] addressed the controller placement by including the factor of load controllers
using a capacitated k-center. According to the results, the new strategy reduces the
number of controllers required to avoid overload and reduces the load of the
busiest controllers. Also, has a smaller radius than the dynamic controller
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provisioning. Similarly, research in [9] investigated the multi-controller placement
problem for a Software-defined network (SDN) to minimize the propagation
latency between switches and associated controllers by utilizing a modified
exemplar-based clustering method that is based on affinity propagation.
Furthermore, research in [10] Introduced multi-controller optimization in SDN
to address the problem of optimal controller problem that affects overall network
performance by using a metaheuristic algorithm. This algorithm includes a
harmonic search algorithm and a particle swarm optimization algorithm (HAS-
PSO). The SDN-enable network involves the partitioning of the network with the
nodes and links of the physical topology of undirected graphs given in equation (1).

G =(V,E) (D

where E is the set of physical links connecting the nodes, and V is the SDN set of
nodes that represents the network Switches and controllers. Instead, the network
partition can be described as in equation (2) if the number of partitions is given as k
when SDN is taken into consideration.

SDN; (V. Ey) (2)
Equation (3) is subject to conditions in equations (3) - (7).
UL Vi =V; UL E=E (3)

The total number of subnetworks required to cover all network nodes and
linkages is represented in equation (4).

SDN; N SDN; = 0; Viej ijek (4)

In equation (4), @ Denotes the total number of subnetworks necessary to cover
all network components, including nodes and links. Elements in one sub-network
have the same similarity and this is represented in equations (5) and (6)
respectively.

similarity(SDN;) = TRUE, V. (5)
similarity(SDN; N SDN;) = FALSE, V. ick (6)

The elements assigned to various subnetworks appear to have distinct
properties, according to equation (5), when the network is anticipated to be
partitioned so that the nodes in one cluster have a smaller latency equation (6),
while the nodes in separate clusters have a bigger latency equation, this is when the
similarity is defined as the latency (7).

SDN; are connected regions (7)

All of the vertexes in one sub-network are linked together, according to equation
(7). The network is divided into smaller sub-networks using the k-means
clustering-based partition algorithm to reduce the maximum end-to-end distance.
To be clear, the initial nodes chosen to run the clustering algorithms are referred to
as the “center”. The true center, or “centroid”, of each cluster.
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Our work is similar to research in [10], but in contrast to the work in which the
authors use failure planning to select backup controllers and minimize two
latencies, the latency from switching to the primary controller and the backup
controller. Extensive simulation of the proposed method on different network
failure scenarios hereby validates the performance of the new method in terms of
latency and throughput. [11]. Hence, the research contributions are as follows:

e Selection of the ideal number of controllers to deploy in the best location is
this controller placement problem (CPP).

e maximize network performance as a whole using the proposed method that
takes into account the CPP for the distribution of the controller workload,
control plane utilization, and network communication delay

e Extensive simulations are conducted using real network topologies.

B. Research Method

This section presents the research method represented by the design of the
simulation steps used during the simulation in the context of this study. From a
practical aspect, it is important to note that all the simulations in this study are
implemented on computers using various software applications. The steps
involved in the simulation are shown in Figure 1.

Define Simulation Compute the
Area Distance
A Y
Eelect the Algorithm Select Centroid Interpretation of the Comparison of the ;
Clus{ers resuns Conc'mlon
A

A

Define the Distance Define the Nodes Select the Location and
Metrics Position Distance between the
nodes

Figurel. Flow diagram of various steps involved in the simulation

To address the issue of controllers’ placement in the proposed SDN-FTM
architecture, we employ the city-block distance metric in MATLAB using the
equations (8) and (9), to compute the shortest link on the network that minimizes
the average propagation latency between the nodes as well as finding the best
location that minimizes the maximum distance to place the controllers in the
network infrastructures. When using Cityblock distance (also known as Manhattan
distance) to calculate the sum of absolute difference a plus the distance in b.

In the Cityblock distance metric, each centroid is the component median of the
point in that cluster. This is like defining the distance between points, cities, and
areas (like in Manhattan) and how to move around streets and buildings instead of
moving directly to one location. The Cityblock distance between two points, a and b
with k dimension is denoted and calculated as in equation (8).
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K
> laj—bj| (8)
=i
To compute the distance using different distance metrics and to find out the
centroid clusters between the controllers and switches whereby x represents the
distance and c is the centroid as presented in equation (9).

d(x,c):i]aj—b“ 9)

The main objective of using the above equation is to compute the k-means
clustering algorithm to define the location of the controllers as well as specify the
distance between them.

The evaluation of the proposed FTM-SDN was done with the throughput which is
the total size of information sent each period. In an SDN platform, the performance
of the controller has a significant impact on throughput and latency in the context of
our architecture. The throughput of the controller determines the rate of flow
response, and similarly, the controller’s latency performance criterion is
determined by the time it takes to respond to a flow request. Furthermore, the
latency which is the total delay in the amount of data transmitted was also used.
This also serves as a benchmark for any network performance. As a result, latency
and throughput were appropriate metrics for assessing the proposed system.

C. Result and Discussion

This section contains the results of research and discussion, as well as the
implementation of the developed system design. The simulation software used in
this research is MATLAB, 64-bit operating system, SDN Mininet, Wireshark, Hard
Disk 1 T, RAM 8G, and Processor. The simulation was conducted in MATLAB to
define the optimal controller locations and optimize the number of controllers to
be deployed in the proposed SDN-FTM network infrastructure. The k-mean
clustering and k-medoid clustering methods were used to assess the network
placement locations by creating a set of random numbers using x, and y
coordinates making use of a matrix that holds randomly generated usage numbers
for each switch and defining the number of clusters to be used (essentially = to the
amount of controller) on the network. To exhibit the planned network topology
partition, the distance between switches and controllers must be specified as a
fundamental component of this method as shown in Figure 2.
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Randomly Generated Data

3 2 5 0 1 2 3
Figure 2. Placement topology formation

The plot shown in Figure 2 displays the network partition randomly generated
to define the best arrangement of switches. This partition is important in
determining the optimal number of controllers to be deployed and their location. In
this scenario, the locations are generated randomly. For the deployment of multiple
controllers, we segment the network topology in medium-large scale manageable
clusters to overcome the challenge of the single controller by initializing city-block
distance metric randomly using the k-means algorithm as shown in Table I to find
out the optimal controller placement distance between several given switches in
the clusters.

Table 1. Distance metrics

Replicate Iterations  Total Sum of Distances
1 11 88.2602
2 8 92.3789
3 9 89.3037
4 6 92.6302
5 8 91.1183
6 7 96.1411
7 10 92.0779
8 9 93.9656
9 6 91.2769
10 7 99.2522

The best total sum of the 88.2602

distance

Out of the 10 randomly initialized instances of the k-mean, with various
iterations, the minimum sum of the distance between all points clusters switches
and their centroid is 88.2602. Considering this distance metric, we plot the cluster
allocations that define the best network sections using the above metric to
partition them into 10 small segments (clusters) as shown in Figure 3. Each
segment is represented with a specific color to allow the plotting of the centroids
for the controllers’ deployment. The number of clusters generated is essentially
equal to the number of controllers needed to be deployed.
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Figure 3. Cluster allocations

Reducing the average controller propagation latency is the primary goal of
solving the controller placement problem (CPP), increasing reliability, and always
ensuring availability in the network infrastructures. Analyzing various distance
metrics after each iteration in Table II reveals that the distance between the
switches and controllers is minimized. This shows that deploying more controllers
increases the capacity of the controller and decreases the average propagation
latency between the clusters in the network architecture as in Figure 4.
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Figure 4. Propagation latency between the clusters

To confirm the above statement, we used the same distance metric in Table 1,
although the number of replicates was minimized as shown in Table 2.

Table 2. Distance with fewer replicates
The total sum of

Replicate Iterations

distances
1 11 88.2602
2 8 92.3789
3 9 89.3037
4 6 92.6302
5 8 91.1183

The best total sum of distances 88.2602
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By relating the analysis in Fig. 5 it shows that the propagation delay between the

controllers is very high compared to Fig. 2.
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Figure 5. Propagation latency between fewer replicates

According to the literature, the switches-controller distance is a key factor that
imposes fundamental limitations on the controller availability and propagation
delay in the network. Looking at both analyses it is evident that, with fewer
controllers deployed the capacity of the controller to handle traffic is compromised
and this may increase the balanced loading of each controller in the network. But
the more controllers deployed it increases the capacity of the controllers, the
reliability of the network, and always ensures the availability of resources.

After obtaining the best distance metric between switches and controllers, we
must specify the best location for their placement. We make use of k-Mediods
clustering algorithms because of their robustness to plot the center of each cluster
as the central location with a minimum sum of distances to the switches to place
the controllers. The idea is to have a medoid as a central location that reduces
network interference and delay to minimize the maximum distance metric of the
switches to the closest controller C» for better placement in the best location
represented in xn. as in Figure 6.
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Figure 6. Best controller locations
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Looking at Figure 6, we discovered that the best location for controller
placement, in this case, is not fixed but was chosen randomly using the best metric
as a central point of each cluster (network segment). The plotting of these best
locations for placement (centroids), shows the exact locations that minimize the
average latency in the design network topology where the controllers need to be
placed. The plot shown in Figure 7, demonstrates the actual controller location
placements whereby the optimal number of controllers, in this case, is Cn=10,
whereby C: represents controller 1, C2 controller 2, etc.
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Figure 7. Controller locations

Figure 7 displays the best SDN controllers location deployment for the proposed
SDN-FTM that guarantees network reliability, availability of resources always as
well as best network performance.

Evaluation of the proposed FTM based on controller placement

As indicated in the previous section the deployment of controller placement
addresses the issue of a single controller overseeing the network that creates a
single point of failure in SDN. Utilizing more than one controller (multiple
controller approach) can improve network fault tolerance, scalability, load
balancing, and quality of service as well as network performance. In most cases,
the deployment of a distributed control plane increases system availability and
reliability, and security issues may also be improved. Furthermore, this approach
affects throughput and latency performance, hence, the location of the controller
(placement) inside the network is crucial to the network’s functionality. We added
more controllers in the proposed SDN-FTM architecture in a distributed approach
compared to the one presented in the literature. Compared to the traditional SDN
architecture, our proposed one can provide increased fault-tolerant features and
improve independent controller management as well as throughput and latency.

Using the same OpenFlow SDN-FTM Controllers Setup in Mininet as presented
in the previous section, the city-block distance metric values that were generated
randomly using the k-Means algorithm are applied as shown in Table 2 to define
the “x” and “y” values during the simulation for the best optimal controller
placement distance between several given controllers and switches in the clusters.
Additionally, we increased the number of controllers from four (4) and we have
increased the IP addresses range from 172.0.0.1/10 while keeping the same
number of switches and hosts as in Figure 8.
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Figure 8. Architecture for medium to large-scale networks

The controller c0 in this case is chosen as the primary in this initial simulation, as
shown in Figure 8 above, and is recognized and connected to all the other
controllers and switches in the network in a distributed fashion. This type of
connection enables synchronization whereby nodes share information about their
status in the network, hence removing the single point of failure that is experienced
by a centralized controller. The scenario in Figure 8, assumes the deployment of 5
Ryu’s controllers and 5 OpenFlow controllers, the primary controller (active) is an
OpenFlow one denoted by cl1 with Ip address 127.0.0.1 and the rest are the
secondary controller (passive).

Performance Analysis: In the initial stage of the simulation, using the same
procedure used in the previous simulation, the initial stage switches flow table is
empty, once a fault occurs on the primary controller (c1, (OpenFlow)) with IP
address 127.0.0.1, assuming the controller goes down due to some network fault,
error, or failure. This scenario is illustrated in Figure 9.

RN PR N 0
S e S g
Passive

Lo = L= gy = oy = | Pudl

(Secondary, passive)
(Secondary, passive)
0.0.10 (Secondary, passive)

Figure 9. Controller failure in medium to large-scale networks
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Using the ovs-vsctl command tools in Mininet as in the previous section, a new
controller is selected individually controller gets the address of the newly elected
primary and shares the updates. From Figure 9, the failed state indicates that the
controller has failed/crashed, on the other hand, the active state indicates that the
controller is functioning. To provide a summary of the performance of the
individual controller during the fault tolerance, the throughput is shown in Table 3.

Table 3. Controller throughput analysis

Controller Type of Controller Status IP Packet Run-
name Controller Protocol Address drop (%) time/ms

c1 OpenFlow TCP DOWN DOWN  127.0.0.1 - -
c2 Ryu TCP Active Up 127.0.0.2 0 1.066
c3 OpenFlow TCP Passive UP 127.0.0.3 0 1.01
c4 Ryu TCP Passive UP 127.0.0.4 0 1.084
c5 OpenFlow TCP Passive UpP 127.0.0.5 0 1.032
c6 Ryu TCP Passive UpP 127.0.0.6 0 1.037
c7 OpenFlow TCP Passive Up 127.0.0.7 0 1.013
c8 Ryu TCP Passive  UP 127.0.0.8 0 1.068
c9 OpenFlow TCP Passive UpP 127.0.0.9 0 0.986
c10 Ryu TCP Passive UP 127.0.0.10 0 1.055

The result in Table 3 is represented using graphs to give a better visual
illustration of the performance of the controller as in Figure 10.

Throughput Analysis
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Figure 10. Controller throughput analysis

For a better understanding of the controllers’ performances during the
evaluation of the proposed SDN-FTM using the two scenarios during the
simulation, the outcomes show that the performance of Ryu’s controllers gives a
better response time in case of a fault compared to the OpenFlow for every
individual controller in the network. This shows that Ryu’s throughput is higher
than the OpenFlow, this implies that Ryu’s controllers’ response time during taking
over of the new primary controller is faster than the one for the OpenFlow
controller. This is like the simulation in the previous section, which assumed that
controllers suffer in their performance. However, it is confirmed that in the
proposed SDN-FTM, OpenFlow controllers suffer greatly than Ryu’s. Using the
round-trip time (RTT)/ms in Table 4, the researcher performed the round-trip
time (RTT)/ms for Ryu and OpenFlow controllers for the proposed SDN-FTM.
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Table 4. Controller latency analysis

Controller Type of Controller Status P Packet Run-
name Controller  Protocol Address drop (%) time/ms

c1 OpenFlow TCP DOWN DOWN  127.0.0.1 - 0
c2 Ryu TCP Active UP 127.0.0.3 0 0.9001
c3 OpenFlow TCP Passive UP 127.0.0.3 0 0.9398
c4 Ryu TCP Passive ~ UP 127.0.0.5 0 0.9011
c5 OpenFlow TCP Passive ~ UP 127.0.0.5 0 0.9379
c6 Ryu TCP Passive  UP 127.0.0.7 0 0.9101
c7 OpenFlow TCP Passive  UP 127.0.0.7 0 0.9388
c8 Ryu TCP Passive ~ UP 127.0.0.9 0 0.9001
c9 OpenFlow TCP Passive up 127.0.0.9 0 0.9398
c10 Ryu TCP Passive  UP 127.0.0.10 0 0.9012

To gain more understanding of the effect of latency during network fault or
error for both controllers, as illustrated in Figure 11.

Latency Analysis

12

1 0.9398 0.9379 0.9388 398"
0.9001 0.9011 0.9101 D500t 0.9012

0.

0.

Latency (m/s)
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0.

=] = (=2} [s=]

0

Figure 11. Architecture for medium to large-scale networks

Unlike the previous simulation, the results here are different. Ryu’s controller
for the proposed SDN-FTM in distributed deployment when using placement and
an increased number of controllers shows a low latency rate compared to the
traditional models. This implies that the performance evaluation for the latency
analysis shows better performance of the system compared to the OpenFlow
controllers. These results may be due to the use of multiple controllers and the
selection of the best placement.

This allowed the proposed SDN-FTM to increase its performance as well as
the sharing of packets sent among controllers during the selection of the primary
in the event of a fault. In terms of the performance measure, the result can confirm
that the proposed SDN-FTM had the best performance in terms of using Ryu
controllers during fault tolerance. From the simulations, it is evident that the
proposed SDN-FTM shows better performance when using Ryu's controllers than
OpenFlow. This is the same phenomenon that was also discovered during the
evaluation of the total latency analysis for the proposed method in both topologies
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shown in the previous section. Figure 12 shows the network overview after using
the dump command in the Mininet command line to see all the nodes and their IP
address in the simulated network using Ryu'’s controllers.

mininet> dump
cHost hl: hl-eth0:10.0.0.1 pid=1411>
cHost hZ: hZ-eth0:10.0.0.2 pid=141Z>

COVSSwitch s51: lo:127.0.0.2,sl-ethl:Hone,sl-eth2:None, sl-ethi:Hone, sl-ethd4:Hone pid
1417

<OWSSwitch s2:
1418>

:127.0.0.2,52-eth2:Hone,sl-eth2:None, sl-eth3:Hone, sl-ethd:None pid

<OWSController cl: 2:6632 pid=1403>

<O0WSController c2: 2:6632 pid=1404>

<OWSController c3: 18632 pid=1405>

Figure 12. Network overview after election of new primary

Comparison of the Proposed SDN-FTM with other methods

The permanence of the proposed method was compared with various recent
methods based on the method used, advantages, tools used, and limitations of each
method. These methods include; Shortest Path First (SPF) [12], OpenFlow-based
restoration [13], CORONET (Controller-based Robust NETwork) [14], Bidirectional
Forwarding Direction (BFD) [15], and Dynamic Protection with the Quality of
Alternative Paths (DPQoAP) [16], as shown in Table 5.

Table 5. Comparative analysis of proposed SDN-FTM with other methods

Ref Method Advantage Tools Limitation

[12] Shortest Path First The approach POX controller Neglect the time
(SPF) works effectively emulated needed for flow

by determining through Mininet insertion in the switch

the path reactive flow table. Hence not

for failed flow. suitable for large-scale
network

[13] OpenFlow-based OpenFlow Mininet The approach later
restoration. protocol specifies calculates the new

the backup and installs
communication new rules in the
between switches forwarding tables
and controllers if concerning the switch
the port is not which takes time in
available and the real-life scenarios.
switch promptly

sends a

notification to the

controller.

[14] CORRONET Speedy recovery NOX controller Unreliable for the
(Controller-based for faults and emulated control panel and
Robust NETwork).  scale to large- through recovery time might

scale scale- Mininet. not meet acceptable
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network. standards.

[15] Bidirectional Integrates  with Mininet. Non-optimal path
Forwarding OpenFlow  Fast- choice (reacting just to
Direction (BFD). Failover group local failures) and

feature and resource utilization
switch  recovery (memory  overhead)
time is within especially  for the
50ms. large-scale network.

[16] Dynamic Protection The approach Mininet Decrease in DPQoAP
with the Quality of considers boththe command and intervals reduces the
Alternative = Paths quality of Linux bridge packet loss which
(DPQoAP). alternative paths command. leads to high cost of

and existing faults the system.
within the
network.

Ours FTM-SDN achieve fast, MATLAB and

carrier-grade Ryu's controller

recovery  times emulated
(less than 50 through
milliseconds) with  Mininet.
multiple
controllers.

The proposed SDN-FTM introduced various SA incorporate in four controllers
that produced packet-in messages using network statistics while being monitored
by SA and increased ten controllers with placement to test the throughput and
latency performances of the controllers using Mininet. The results of the
simulations show that the proposed SND-FTM has a higher throughput rate and
lower latency when using multiple controllers in a distributed manner. When
compared to various works in the literature such as in [9], [17], [10], and [18], one
can see that the throughput performance of the proposed method is twice as high
with Ryu controllers than with OpenFlow controllers. The performance of the
proposed SDN-FTM improves much better than the previous framework presented
within the framework of this study in the literature.

D. Conclusion

This work presented the development of an SDN Pattern Framework able to
handle faults and failures in SDN network infrastructures. The flexibility of the
framework to insert patterns as Drools rules in the controller shows the capability
of the controller to guarantee properties and handle incidents. Moreover, the
controllers’ performances during the evaluation of the proposed SDN-FTM using
the two scenarios during the simulation, show that the performance of Ryu’s
controllers gives a better response time in case of a fault compared to the
OpenFlow for every individual controller in the network. This shows that Ryu'’s
throughput is higher than the OpenFlow, this implies that Ryu’s controllers’
response time during taking over of the new primary controller is faster than the
one for the OpenFlow controller.

Furthermore, the integration of four controllers on the proposed method
produced packet-in messages using network statistics while being monitored by
SA and increased ten controllers with placement to test the throughput and latency
performances of the controllers using Mininet. The results of the simulations show
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that the proposed SDN-FTM has a higher throughput rate and lower latency when
using multiple controllers in a distributed manner.

Finally, in future work, we intend to use and extend the automated reactiveness
of the framework, and to also evaluate for Byzantine Fault Tolerance and Service
Function Chaining (SFC) the development of the associated S&D patterns.
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